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Attachment 1 
Cybersecurity Maturity Model Certification Procedures 

 
Per the attached CIO memorandum, during this suspension the Department will enforce baseline 
compliance with NIST SP 800-171 Rev 2 through CMMC Level 1 and CMMC Level 2 self-
assessment and select Government-led assessments.  The cybersecurity requirements outlined in 
the clause at DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber 
Incident Reporting, remain in effect.  
 

• Suspension of Phased Implementation Schedule, Including November 2026 Phase 2 
Transition:  The upcoming November 2026 transition to Phase 2 of CMMC 
implementation is suspended. During the period of suspension, Program Managers and 
requiring activities must only include the need for CMMC Level 1 (Self) or Level 2 
(Self) assessments in procurement request and requirement documents.  Program 
Managers and requiring activities may not designate CMMC Level 2 (C3PAO) or Level 
3 (DIBCAC) assessments during this period.  The allowed designations are CMMC Level 
1 (Self) or CMMC Level 2 (Self). 
 

o CMMC Level 1 Requirements:  CMMC Level 1 is a self-assessment 
requirement designed to provide insight into the offeror's compliance with the 
basic safeguarding requirements for Federal contract information (FCI) in the 
clause at FAR 52.204-21, Basic Safeguarding of Covered Contractor Information 
Systems.  This clause establishes the mandatory minimum safeguarding 
requirements for Federal contractors or subcontractors that have FCI residing in 
or transiting through their information systems. 
 

o CMMC Level 2 Requirements:  Requiring activities may only include the 
CMMC Level 2 (Self) assessment requirement. CMMC Level 2 is aligned with 
NIST SP 800-171 Rev 2.  The CMMC Level 2 self-assessment requirement is 
designed to provide insight into the offeror’s compliance with security 
requirements for Controlled Unclassified Information (CUI).  The Program 
Managers and requiring activities may require additional cybersecurity 
protections as commensurate with law and regulation. 

 
• Immediate Relief on Current Solicitations and Contracts:  If the original 

requirements package included a CMMC Level 2 (C3PAO) or CMMC Level 3 
(DIBCAC) requirement, Program Managers and requiring activities must initiate 
amendments to active solicitations.  They will provide an amended requirements 
document explicitly removing those requirements to the cognizant contracting officer or 
agreements officer, as applicable.  The contracting officer or agreements officer must 
issue a corresponding solicitation amendment as soon as practicable.  For existing 
contracts or agreements that already contain these requirements, contracting officers and 
agreements officers are directed to remove them via modification prior to the exercise of 
the next option period or during the next scheduled administrative modification. 
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• Suspension of Waiver Procedures:  Program Managers and requiring activities must 
continue to identify information security requirements associated with a planned contract 
effort.  Due to suspension of the CMMC Phase II implementation and the ability for 
program managers and requiring activities to select any CMMC requirements that would 
require  CMMC Level 2 (3CPAO) or CMMC Level 3 (DIBCAC), no waivers shall be 
granted during the review of the program.  This directive is effective immediately.  
Further guidance will be promulgated at the conclusion of the CIO’s 60-day review. 

 




