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In support ot Executive Urder (EU) 1401/, “EXxecutlve Uraer on America s dDupply Lnains, e
OUSD(A&S) led the DoD response for supply chain risk management. The Assistant Secretary of
Defense for Industrial Base Policy (ASD(IBP)) has delivered several reports to Congress and the White
House and created enterprise-level products. The Assistant Secretary of Defense for Sustainment
(ASD(S))’s Deputy Assistant Secretary of Defense for Logistics (DASD(Log)) has developed a
framework to increase access to supply chain tool capabilities, improve DoD processes, and scope the
SCRM ecosystem to strengthen both the efficiency and agility of systems and material delivery within the
Department. The expectation is that a common framework will enable a holistic and coordinated approach
for managing disparate risks within the Department’s supply chains.

DASD(Log) identified eight initial lines of effort (LOEs)—three operational LOEs and five functional
LOEs—that could be integrated across the Department (see Figure 1). The responsibility for the three
operational LOEs (LOEs 1, 2, and 3) resides within the OUSD(A&S) as they encompass all acquisition
and sustainment operations. Functional LOEs are focused on specific areas where responsibilities reside
outside OUSD(A&S). It is important to note, however, that acquisition authority and support of the five
functional SCRM-related LOEs (LOEs 4, 5, 6, 7, and 8) remains an OUSD(A&S) responsibility.

The Deputy Secretary of Defense Memo of February 2, 2022, eliminated the Chief Information Security
Office in the OUSD(A&S) and assigned the office functions in which select OUSD(A&S) officials
retained certain responsibilities. These were:

The Strategic Cybersecurity Program (SCP) established by section 1640 of the NDAA of
FY2018,;

The SCRM program responsibilities, except those related to telecommunications, including those
associated with title 10, U.S.C., sections 3252 and 4819;!* and

The evaluation of cyber vulnerabilities of major weapon systems of the DoD required by multiple
NDAA of 2017, 2020, and 2021.

The DoD CIO, in coordination with OUSD(A&S), led the activity for LOE 5 - Cybersecurity, and LOE 6
- ICT, which were combined for synergy, as shown below. The DoD CIO efforts for Cyber & ICT are
aligned with the OASD(S) framework to support the development and use of a common supply chain risk
taxonomy and management of cybersecurity and ICT supply chain risk within a system of systems
construct across the DoD.

One of the end-states envisioned is a whole-of-DoD approach to SCRM, which starts with a detailed
review of the Office of the Secretary of Defense (OSD)’s roles and responsibilities, that results in
execution of appropriately scoped lines of effort that enable collaboration, real-time information sharing,
and risk mitigation.

13 3252 previously 2339a; and 4819 previously 2509.





























































































hard-problem solving experience is captured, and provided to the broader community, through a pipeline
of Doing the Analysis as pathfinder for the use tools and processes, Documenting the Process and results
into guides, and Disseminating the Knowledge and know-how through outreach and community
engagement.

When due diligence analysis and reporting, based upon the use of publicly available information,
identifies key information on vendors, products, and technologies, this information should be
appropriately disseminated. For the DoD Enterprise and within each DoD Component, ICT-SCRM
documentation (e.g., due diligence reports, analyses, vendor and industry research data, and guides) will
be made available through a repository optimized for DoD-wide information sharing.

To accomplish these objectives, the acquisition, program management/program support management,
intelligence, engineering, and cybersecurity teams, if provided with tools, data, training, and procedures,
can be effective, and timely.

To scale the implementation of ICT-SCRM more broadly across the DoD, for all acquisition, program
management/program support management, intelligence, engineering, and cybersecurity activities, as well
as more deeply into specific product risks, a continuing learning effort by the OSD and other DoD
Components will be maintained to sustain the current ICT-SCRM as a base capability to be expanded
upon, as well as continued enhancement and evolution of capabilities to address current gaps, and meet
evolving threats, while keeping pace with vendor supply chain practices.

The continuing effort, leveraging pathfinder activities, includes the exploration and development of
capabilities for:

Counterfeits identification, to include detection of potentially misleading white labeled
components;

Collaboration on development and use of emerging SBOMs and related xBOMs;
Potential mitigation tools that specifically address targeted ICT-SCRM risks.

FY 2024-27 — ICT-SCRM 3.0: The DoD fully recognizes that adversaries are already responding to
increased scrutiny, technology is rapidly evolving, and ICT vendor processes and practices are
collaboratively adjusting to increase assurance and preserve market share to customers, to include the
DoD, with elevated supply chain security requirements. ICT-SCRM 3.0 is a continuation of
implementation towards a fully integrated operational capability, which includes seamless processes
between tiers 1,2, and 3 in our reference architecture. DoD will leverage the FASC and Section 3252
authorities to exclude high risk suppliers. Roles and responsibilities will be more clearly articulated, and
DoD will have metrics to measure effectiveness and efficiency and assess preparedness and readiness.
DoD will address the strong interest in adding SCRM as a key criterion into the DoD and Federal
Government’s Approved Product List processes.

Concurrently, work will continue by OUSD(R&E) towards product analysis capabilities (for counterfeits
and malicious insertions detection) to improve the trust of items by inserting verification features (like
physical unclonable functions) and to improve the trust of suppliers. These efforts will be important to
improving SCRM.

39



ICT-SCRM and assessments at this level will need to be supported with advanced-level capabilities. In
lieu of reacting to ICT supply chain discoveries for DoD’s most mission-critical systems and components,
this phase of ICT-SCRM will include multiple processes for “defending forward.” Instead of discovering
suppliers of concern late into the systems architecture, design, and development, the DoD will develop a
proactive range of capabilities. These will identify adversarial interests through suppliers of concern and
apply necessary mitigations early in system’s architectural designs to avoid rework and reduce additional
mitigations and expense. Other possibilities will proactively identify adversarial movement and
development of interests that serve adversary targeting. With the use of publicly available information,
due diligence will expand to hunt forward, deeper into datasets, and broader across multiple avenues of
discovery. As appropriate, these assessments will transition to the intelligence/counterintelligence teams.
DoD is already identifying movement by adversarial-associated suppliers to obfuscate their identities,
relationships, and backgrounds. For some, this entails simple rebranding, partial relocations, and creation
of spin-off entities. More sophisticated efforts, however, are already observed in which business
relationships are feeding products and technology to otherwise “presentable” entities and use of other
background transfer and influence methods. This trend is expected to intensify.

The migration to advanced tools; specialized subject matter experts; and a team response by the
acquisition, program management/program support management, intelligence, engineering, and
cybersecurity communities; supported by the intelligence and counterintelligence staff, is needed to
leverage and automate processes, avoid duplication, and prevent the creation of silos of effort. ICT-
SCRM assessment capabilities at this level are considered advanced target-level implementation.

The DoD CIO, in concert with the OUSD(A&S), OUSD(R&E), OUSD(I&S), and US Cyber Command,
will continue to explore and build advanced capabilities, pilot new and innovative tools, continue to
evolve the JFAC, construct/contribute to community-based information sharing, and facilitate
implementation, reporting, and liaison with the Interagency efforts, to include the workings of the FASC,
industry, mission partners, and academia.

This ICT-SCRM strategy does not mandate or prescribe specific technologies or potential solutions;
rather, it describes all the ICT-SCRM efforts that must be implemented to reach both the target and
advanced-level ICT-SCRM. DoD components will select their own solutions and solution architectures to
deliver the specified ICT-SCRM capability outcomes needed to reach the target or advanced-level ICT-
SCRM. They must be able to fully support ICT acquisition decisions and processes for the acquisition,
program management/program support management, intelligence, engineering, and cybersecurity teams,
and ultimately the Authorizing Official for structured acquisition programs under DoD’s adaptive
acquisition framework (AAF) and DoDI 5000.82 requirements.

DoD Components must procure and deploy ICT products and solutions that hit target levels for ICT-
SCRM and assurance. The use of the DoD CSRA, ICT-SCRM Addendum, and T&PP Guidebook should
inform the systems architecture, program management/program support management, intelligence,
engineering, and test (developmental and operational) processes.

The DoD CIO will continue to collaborate on and cost-share the piloting of advanced tools with volunteer
organizations to accelerate their assessment and use, avoid duplicative assessment costs, and meet high-
priority [CT-SCRM operational needs. The CIO, in collaboration with the DoD Components, will
develop templates and standardized product formats to avoid waste and duplication. The CIO collaborates
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