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For RAs developed subsequent to the publication of this version of the DoD IEA, the alignment 
between the RA and the DoD IEA will be explicitly established at the outset as part of the RA 
development process.  This will help to ensure that the RA does not overlap other RAs and that 
the most pressing capability or functional gaps within the IE are prioritized for RA development.  

Alignment of DoD-wide RAs with the DoD IEA is achieved by developing the elements of the 
RA from relevant architecture descriptions in the DoD IEA.  A DoD-wide RA builds upon these 
descriptions, adding additional detail needed to ensure commonality and standardization of 
solutions built in accordance with the RA.  A DoD-wide RA aligns with the DoD IEA in the 
following ways: 

• Derives its strategic positions from the operational context and IE vision provided in the DoD 
IEA 

• Uses capability and associated activity and service descriptions from the DoD IEA in 
developing patterns 

• Derives technical positions from relevant standards identified in the DoD IEA 

• Uses rules aligned with relevant capabilities in the DoD IEA in developing principles and 
rules 

• Aligns its vocabulary with the DoD IEA integrated dictionary (AV-2) 

As applicable, DoD architectures incorporate or align with the more detailed RA descriptions, 
and program planning, management, and execution uses appropriate RAs to provide standard 
solutions.  DoD-wide RAs are just one element of a continuum of IE information ranging from 
enterprise-level policy and strategy to individual programs or initiatives that deliver or manage 
IE solutions.  This is shown in Figure D-4 which makes it clear that RAs are not typically 
implemented as a solution per se, but instead feed lower-level and more granular architectures, 
technical guidance, and programs.  The RA developer must consider the role of the RA in this 
continuum to help ensure that the RA will in fact properly inform and guide the ultimate goal of 
enabling a particular set of IE capabilities. 
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Figure D-4 - Position of RAs in Providing Solution Guidance 

3.3 Process for Developing DoD Architectures Aligned with DoD IEA 
This sub-section describes a high-level process for developing architectures so they align with 
the DoD IEA.  The process describes how the DoD IEA should be used to shape architectures so 
they correctly reflect pertinent characteristics of the “to be” IE.  It is not a “step-by-step” guide 
for building fully aligned views.  Instead, it identifies what an architect needs to know about 
operations and information sharing in the IE and then how to apply that knowledge in developing 
and maintaining architecture descriptions aligned with the DoD IEA. 

Figure D-5 shows the alignment process.  While the DoD IEA content involved in this 
alignment can take several forms, depending upon the particular type of architecture under 
development and its purpose and scope, the basic process for accomplishing the alignment, 
regardless of architecture, is essentially the same.  While the type of architecture being built may 
dictate the content being applied from the DoD IEA or the architecture views that result, the 
basics of what needs to be done to accomplish the alignment will not differ substantially.  An 
example of how Mission Area architectures can be developed using the DoD IEA can be found 
in the Use Case:  Mission Area Architect Use of the DoD IEA in Appendix I.  A similar example 
of developing a Component architecture using the DoD IEA can be found in the Use Case:  
Component Architect Use of the DoD IEA in Section 5.2.3 also in Appendix I. 
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3.3.1 Understand the IE 
The process starts with the architect carefully reviewing the DoD IEA.  The purpose of this 
review is two-fold; to gain an understanding of the IE and its requirements, and to know what 
architecture information the IEA has and how it uses that information in describing the IE.  The 
review should, at a minimum, cover operational requirements and context for the IE, vision of 
the desired IE end-state, and capabilities the IE must achieve, since these are key areas with 
which the architecture will need to align. 

A comprehensive review of the IEA in this way gives the architect a basic understanding of how 
the IE is expected to be configured and operated.  It also provides required knowledge of the IEA 
components with which the architecture under development will need to align.  At a minimum, 
the review requires reading through the architecture description document.  In addition, the 
architect may also want to review collected architecture data and developed architecture views in 
their native tool format to gain additional detail, enhance understanding, and enable a more 
complete analysis of alignment requirements. 

With the IEA review completed, the architect will then be able to determine how the proposed 
architecture may need to use, operate in, and interact with the IE.  This sub-step provides a 
starting point for determining the pertinent areas in the IEA with which the architecture will need 
to align. 

 

Figure D-5 – High-Level Process for Aligning Architectures to DoD IEA 
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3.3.2 Apply IE Bounds to Architecture 
The next major step in the architecture alignment process focuses on using the proper DoD IEA 
content to put bounds on the architecture prior to development.  This process step starts with a 
thorough review of the operational context from the DoD IEA to determine the requirements 
warfighter, business, and defense intelligence operators have for the IE and to establish how 
those requirements, as incorporated into the DoD IEA, apply to the architecture to be developed.  
This analysis should be combined with an evaluation of the IE vision describing the technical 
aspects of the desired end-state for the IE; this description complements the requirements 
discussion by providing a view of the technical characteristics of the IE that are required to be in 
place to enable the requirements established in the operational context. 

With completion of a more detailed evaluation of these two key areas of the DoD IEA, the 
architect can then determine how the architecture to be developed fits within and should address 
the requirements of both the operator and the IE itself.  This determination forms the basis for 
development of IE-related aspects of both the scope and context that guide architecture 
development.  The IE aspects of the architecture’s scope and context should be captured in 
pertinent areas of the architecture’s AV-1 (Overview and Summary Information) so they 
properly guide architecture development and ensure the capture of correct aspects of the DoD 
IEA into the architecture where it needs to interact with the IE. 

Boundaries for the architecture are also established by the assumptions and constraints integral to 
the architecture and the questions it is expected to answer.  Based on the previously completed 
assessment of the operational context and IE vision from the DoD IEA, the architect should 
establish any necessary IE-related assumptions and constraints and capture these in the AV-1.   
An important part of determining IE-related scope for the architecture also involves development 
of IE-related questions that the architecture is expected to answer.  These questions should also 
be incorporated into the AV-1 to be used to ensure collection of the proper information for 
incorporation into the architecture and to guide architecture analyses. 

In addition to these scoping elements, a concept of operations is also developed as a starting 
point to guide architecture development.  This concept of operations describes the mission, class 
of mission, or scenario governing the architecture. It describes the main operational concepts and 
interesting or unique aspects of operations that accomplish this mission. It also describes 
interactions between the subject architecture and its environment, and between the architecture 
and external systems. The operational concept provides a summary of what the architecture is 
about and an idea of the players and actions involved. This concept of operations is normally 
summarized in an OV-1 (High-Level Operational Concept Graphic) which depicts the mission or 
scenario, key players, and operation being performed.  

To ensure the architecture can drive solutions able to effectively operate in the IE, it is important 
for the operational concept developed for any architecture interacting with the IE to properly 
incorporate pertinent aspects of the operational context and IE vision from the DoD IEA.  The 
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architecture’s concept of operations should describe how the architecture is to interact with the 
IE to successfully complete the mission.  It should address how the IE enables the depicted 
operations.  The role of key IE actions and performers, particularly enterprise services described 
in the DoD IEA, should be discussed in relation to accomplishing the mission or scenario 
described in the concept of operations.  The IE and key interactions should be depicted 
prominently and correctly in any OV-1 developed for the architecture. 

3.3.3 Align Architecture with the IEA 
With the proper architecture scope and boundaries established and related to the IE, the architect 
can develop the architecture so it is in alignment with the DoD IEA.  This involves using the 
information in the DoD IEA as a starting point for the architecture, incorporating and/or 
enhancing and refining this information as necessary.  This process step begins with the architect 
selecting the IE capabilities that apply to the architecture under development.  The selected IE 
capabilities and how they should be addressed in the architecture is dependent upon the 
relationship of the architecture to the IE, also called the architecture’s perspective of the IE.   

The following are the three main perspectives an architecture can take of the IE: 

• Provider – the architecture describes the provision of key aspects of the IE and its 
infrastructure to meet operational requirements 

• Manager/Operator – the architecture describes management and/or operation of key 
aspects of the IE to meet operational requirements 

• Consumer/User – the architecture describes use of the IE for successful mission 
accomplishment 

 
The architect uses the identified purpose and scope of the architecture, along with the IE-aligned 
assumptions, constraints, and concept of operations previously developed, to determine which of 
these perspectives apply.  It must be noted that any given architecture description may address 
more than one of these perspectives and the perspective of the architecture itself may be different 
at different places in the architecture description.  The architect then determines the IE 
capabilities applicable to the architecture under development based on the perspective(s) the 
architecture is determined to have the following: 

• For the provider perspective of the IE, the architect identifies whole or partial IE 
capabilities the architecture will achieve for the IE. 

• For the Manager/Operator perspective of the IE, the architect identifies whole or partial 
IE capabilities enabling management/operation of the IE, as well as any whole or partial 
IE capabilities the architecture is expected to specifically or uniquely manage/operate. 
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• For the Consumer/User perspective of the IE, the architect identifies whole or partial IE 
capabilities enabling the architecture to effectively accomplish its concept of operations. 

Once IE capabilities applicable to the architecture have been identified, the architect can then use 
the descriptions of these capabilities from the DoD IEA, to include the descriptions of activities, 
rules, and services aligned with them, to properly describe in the architecture how it needs to 
interact with the IE.  In particular, the architect should use the descriptions of the identified 
capabilities to define what the IE will provide or do for the architecture.  The architect should 
then use the activities associated with each capability to describe actions that must be taken to 
achieve the capability, services associated with the capability to define what is needed to perform 
the activities, and rules associated with each capability to constrain how the activities are 
performed and the services operate in achieving identified capabilities. 

3.3.3.1 Applying IE Capabilities to Architecture 
 For IE capabilities selected to address the provider perspective, the architect needs to consider 
the descriptions of these capabilities as prescriptive for the architecture.  As the approved 
definitions of what an IE capability must provide or do, the information associated with each of 
the capabilities selected for this perspective provides requirements the architecture must address 
in achieving the capabilities for the IE.  The architect can incorporate these capabilities into the 
architecture and then enhance, extend, or refine the accompanying capability descriptions, 
providing more detail as necessary to ensure proper solution development and implementation.  
However, these more detailed descriptions must remain true to how these capabilities are 
described in the DoD IEA. 

For IE capabilities selected to address the Manager/Operator perspective, the architect also needs 
to consider the descriptions of capabilities that enable the architecture to manage and operate the 
IE as prescriptive for the architecture since these capabilities represent things the IE must do to 
ensure effective management and operation.  For this reason, they represent IE requirements the 
architecture needs to fulfill, just as with the provider perspective.  As before, the architect can 
incorporate, then enhance, extend, or refine the descriptions associated with selected IE 
capabilities, as needed, but the resulting detailed descriptions must again remain true to how 
these capabilities are described in the DoD IEA. 

The IE capabilities selected because they represent things the architecture will uniquely manage 
or operate within the IE, on the other hand, impact the architecture indirectly. The IE capabilities 
selected for this reason should be applied to the architecture as constraints. Rather than their 
requirements being directly incorporated into the architecture, those requirements need to be 
converted into descriptions of how the capability should be managed and operated to meet its 
requirements. 

For IE capabilities selected to address the consumer/user perspective, the architect needs to 
determine what the architecture must do to take advantage of these capabilities.  The selected IE 
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capabilities are analyzed to determine how the architecture needs to interact with them in 
achieving its concept of operations.  The descriptions of the selected IE capabilities provide 
constraints on how these interactions will occur, constraints which again need to be described in 
the architecture.  They further establish requirements the architecture must address in order to 
best use the IE capabilities as they are achieved. 

3.3.3.2 Applying Operational Activities from the DoD IEA to the Architecture 
Once IE capabilities related to the architecture have been identified, the architect then determines 
which of the DoD IEA activities linked to each capability are applicable to the architecture 
description, based on its purpose, scope, and operational context.  The architect also needs to 
determine how to apply the selected DoD IEA activities in the architecture under development.  
This representation depends upon the perspective the architecture takes of the IE in regards to the 
activity or process being described.  Where the architecture is describing the provider or 
manager/operator perspective, the pertinent operational activities and processes in the 
architecture description should be directly derived from applicable DoD IEA activities.  There 
are a number of ways to accomplish this: 

• Incorporate actual DoD IEA activities (both names and definitions) directly into the 
architecture description 

• Develop architecture activities as specific instances of the more generic DoD IEA 
activities 

• Develop activities in the architecture description as decompositions (“drill downs”) of 
existing DoD IEA activities, providing the additional level of detail needed to address the 
architecture’s purpose, viewpoint, and scope 

Where the architecture is describing use of the IE, the architect needs to relate applicable DoD 
IEA activities to operational activities and processes in the architecture description to show how 
these activities and processes use the DoD IEA activities in accessing and consuming data and 
services. 

• In the case of process models, DoD IEA activities could be shown in process flows, 
linked or mapped to process steps, or assembled into sub-processes to show they are 
performed as integral parts of the process. 

• In the case of activity models, the names of DoD IEA activities could be included in the 
descriptions of architecture activities, incorporating them as tasks performed to complete 
the activity. 

• The DoD IEA activities could also be linked or mapped to architecture activities using a 
table in the architecture description to illustrate which DoD IEA activities are 
accomplished in completing the linked architecture activity. 
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In all cases, the DoD IEA activities should be used to refine, extend, or constrain descriptions of 
architecture activities and/or processes so they are consistent with the requirements of the IE, as 
described in the DoD IEA. 

3.3.3.3 Applying Principles and Rules from the DoD IEA to the Architecture 
Principles and rules defined in the DoD IEA are designed to drive common solutions and 
promote consistency and integration across DoD’s key programs, applications, and services.  As 
such, they should be applied to the operational and service descriptions contained in architectures 
to ensure resulting capability and service definitions reflect requirements from and are consistent 
with the description of the IE contained in the DoD IEA.  The architect can determine which 
principles and rules are applicable to the architecture by analyzing which are linked to each of 
the IE capabilities being applied to the architecture under development.   

It must be noted here that since Data & Services Deployment Business Rules (DSDR) 12 
mandates the use of available Mandatory Core Designated DoD Enterprise Services, as described 
in Appendix G, regardless of the capability being delivered, this rule applies, regardless of the 
architecture being developed.  No capability comparable to the Mandatory Core Designated DoD 
Enterprise Services should be developed unless there is a waiver granted by the DoD CIO.  The 
architect needs to identify the subset of available Mandatory Core Designated DoD Enterprise 
Services that meet the architecture's specific requirements and describe the use of those 
applicable Enterprise Services in the architecture description. If there is a compelling operational 
need or business case to develop, modify, or sustain capabilities comparable to the available 
Designated DoD Enterprise Services, it needs to be well documented in the architecture 
description. Adherence to this rule promotes interoperability and reduces cost by driving the 
global use of common DoD-wide capabilities. 

There are numerous ways to apply the DoD IEA principles and rules as constraints in an 
architecture description.  The following paragraphs contain examples of three different 
approaches.  These examples are not all inclusive nor should they be considered the only valid 
solutions. 

• Incorporate DoD IEA principles or rules into activity, process, and/or service 
definitions in the architecture description – Selected DoD IEA principle and rule 
statements could be incorporated directly into the definitions of activities, processes, or 
services in the architecture description.  In this way, these statements become an integral 
part of the description of how an action, process, or service operates, limiting these 
descriptions to boundaries imposed by the DoD IEA principle or rule. 

• Include DoD IEA rules in an architecture rules model – How an architecture behaves 
may be described using a rules model.  An architecture rules model contains statements 
of the conditions and standards governing the execution of activities, processes, and 
services described in the architecture.  The rules in the model are connected to the 
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architecture objects they govern in different ways, depending upon the architecture 
development method and modeling approach and notation employed.  For example, with 
the IDEF0 activity modeling convention, rules can be shown as controls on activities, 
imparting constraints on such things as the number and type of inputs needed to 
accomplish the activity, how the activity behaves in a given situation, and the outputs it 
will produce given certain conditions.  Placing applicable DoD IEA rules into a rules 
model as part of the architecture description will effectively constrain architecture 
elements to behave according to the restrictions and requirements defined by the DoD 
IEA, allowing the resulting capabilities to effectively operate in the IE. 

• Use DoD IEA rules as the basis for more detailed restrictions to regulate solutions – 
The DoD IEA rules can also be used as a baseline for developing more detailed 
restrictions to limit solutions developed, acquired, and/or deployed to meet architecture 
requirements.  Services enabling or supporting activities or processes must abide by the 
restrictions imposed by the DoD IEA rules applicable to those activities or processes.  
These rules could be used as the starting point for deriving more detailed technical rules 
for regulating system design and/or analysis to ensure the resulting services exhibit the 
correct functionality and so are capable of operating in the IE.  Since DoD IEA rules 
primarily focus on providing an effective IE to support operations, they are most useful in 
restricting the provision and management of data and services.  However, they can also 
be indirectly applied to limit architecture solutions so they use data and services in the 
“right” way. 

3.3.3.4 Applying Service Descriptions from the DoD IEA to the Architecture 
The IE services described in the DoD IEA are enterprise services provided by a DoD-level entity 
for use by all or a large segment of the DoD user population or by a Military Department that are 
or can be used by other Military Departments.  Such services perform functions derived from 
aligned activities to achieve IE capabilities.  Each of the IE services described in the DoD IEA is 
expected to be delivered by one or more solutions combining Doctrine, Organization, Training, 
Materiel, Leadership and education, Personnel, Facilities, and Policy (DOTMLPF-P) elements.  
IE services are aligned with each of the IE capabilities described in the DoD IEA to represent the 
services considered necessary to achieve that capability. 

The architect uses the descriptions of IE service aligned with applicable IE capabilities from the 
DoD IEA as the basis for defining the services that solutions driven by or resulting from the 
architecture under development are required to deliver.  For architectures with a provider or 
manager/operator perspective of the IE, the descriptions of those services the architecture will 
deliver to the IE for achieving identified IE capabilities should be incorporated directly into the 
architecture description.  These service descriptions can be extended, enhanced, and/or refined to 
provide the level of detail needed to meet the architecture’s purpose, viewpoint, and scope, as 
well as to drive solution definition and implementation.  The more detailed architecture 
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description of these services that results must, however, remain within the bounds set by the IE 
service descriptions in the DoD IEA. 

For architectures with a manager/operator perspective of the IE that have identified specific IE 
capabilities to be managed/operated, the service descriptions from the DoD IEA that are aligned 
with those capabilities provide additional detail regarding what is to be managed/operated in 
achieving the capabilities.  The architect should use these service descriptions, then, to better 
understand what the architecture must do to effectively manage/operate such services, and ensure 
the architecture description addresses the requirements associated with this necessary 
management/operation. 

For architectures with a consumer/user perspective of the IE, the IE service descriptions aligned 
to IE capabilities with which the architecture needs to interact should be used to better 
understand what these interactions need to be and how they need to occur.  This understanding 
should then be applied to the architecture under development in more completely describing use 
of the IE.  The IE service descriptions provide the architect with additional detail to apply to the 
architecture in the form of constraints governing those actions and processes directly using the 
IE. 

3.3.4 Provide Architecture Support 
Once the architecture description has been developed and properly aligned with the DoD IEA, 
the architect supports its use in achieving the desired IE capabilities by developing, acquiring, 
and implementing required solutions.  How architecture information is used depends upon the 
architecture type.  Mission Area enterprise architectures are used primarily to direct IT 
transformation and support effective investment decision-making and management.  Component 
enterprise architectures turn DoD guidance, policy, and investment decisions into means for 
achieving desired capabilities to enable effective warfighting, business, and defense intelligence 
operations.  Solution architectures model the solutions and drive the programs needed to field the 
actual data and services necessary to achieve required IE capabilities. 

For all these architectures, the architect works with users to analyze the architecture and answer 
key questions supporting required decisions.  These questions should be framed by stakeholders 
prior to architecture development and become integral to the architecture’s purpose.  Their 
answers provide stakeholders with critical information needed for deciding on investments and 
programs.  These questions will vary according to architecture purpose, viewpoint, and scope, as 
well as stakeholder needs.  The architect also assists stakeholders in applying the results of 
architecture analysis, in conjunction with the contents of the architecture description, in support 
of developing, acquiring, and deploying the right data and services to meet mission needs. 

3.3.4.1 Analyze Architecture 
This process step begins with the conduct of an analysis of the contents of an architecture aligned 
with the DoD IEA to answer key questions for transformation and investment decision-making 
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and program management.  Such analyses should involve not just the architect, but also 
supported decision-makers, portfolio managers, program managers, engineers, and integrators.  
In fact, to properly scope the architecture, this set of analysis stakeholders should be involved 
prior to architecture development in defining the types of analyses required and the information 
those analyses must provide.13  Upon architecture completion, the analysis stakeholders should 
be involved in planning the subsequent analysis, to include determining the extent of that 
analysis and the questions it must answer.  They should then work together to conduct the actual 
analysis – reviewing architecture information, determining what that information means for each 
of them, extracting the information needed to answer the posed questions, and then assessing the 
extracted information to draw conclusions regarding the capabilities needed to operate in the 
DoD IE in achieving net-centric information sharing. 

Two types of analysis are of special importance to decision-makers and program managers.  
These analyses are: 

• Gap Analysis compares the current IT environment with requirements established by the 
architecture to assess how well those requirements can be met with existing capabilities.  
The resulting IT “gaps,” along with corresponding IT “redundancies” and “dead-ends,” 
represent issues for which the decision-maker and/or program manager must provide 
resolutions to meet goals and objectives for the IE.  The architecture provides the basis 
for prioritizing identified issues based on their impact on operations and mission 
accomplishment.  Issues identified and prioritized in this way can be used to establish 
programs and initiatives for actually filling identified gaps and correcting identified 
redundancies and dead-ends and to guide architecture development to address critical 
mission needs. 

• Management Analysis involves use of the architecture description in developing more 
detailed guidelines for managing investments and programs to meet goals and objectives 
for the IE and, most importantly, follow policy and guidance.  This analysis uses the DoD 
IEA rules, as applied in the supporting architecture, as a starting point for developing 
more focused rules providing the level of detail needed to actually manage the acquisition 
of capabilities defined by the architecture.  These more detailed rules are extensions, 
refinements, and/or enhancements of applicable DoD IEA rules.  They should be applied 
by decision-makers and program managers in directing portfolios and programs and as 
the basis for selecting solutions to meet established needs. 

 

3.3.4.2 Support Use of Architecture 
The architect then works with architecture stakeholders to support proper use of the architecture 
and architecture analyses in achieving required IE capabilities.  Once properly aligned with the 
                                                           
13 The list of required analyses is then used in planning the architecture and its development and should be captured 
in the architecture’s overview and summary information. 
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DoD IEA, the architecture can be effectively used to align portfolios and/or programs with 
requirements from the DoD IEA.  Because of the importance of investment and program 
management use of architectures, the next two sections focus on how an architecture, properly 
aligned with the DoD IEA, could be used to enable the actions of portfolio managers, IRBs, and 
PEOs/PMs. 

4 Use of DoD IEA in Investment Decision-Making  
Managing IT investments involves strategic planning for determining and governing the 
application of scarce monetary resources to acquire, maintain, and operate an optimal mix of IT 
services for accomplishing the operational objectives of an enterprise.  In DoD, this management 
function involves two processes.  The IT Portfolio Management (PfM) process uses integrated 
strategic planning, integrated architectures, measures of performance, risk management 
techniques, transition plans, and portfolio investment strategies to oversee and govern selected 
groupings of IT investments.  The IT Investment Review process complements and supports PfM 
by converting transition plans into implementation plans for the portfolio, certifying that 
programs and initiatives meet portfolio objectives, and recommending the approval of funds for 
programs and initiatives based on their contribution to the portfolio.  The following sub-sections 
describe how the DoD IEA, as applied in supporting architectures, can provide portfolio 
managers and IRBs with the means to make informed decisions regarding IT investments.  These 
descriptions are meant to complement the Use Cases IEA Support to Transition Planning and 
IEA Support to Investment Planning found in Volume I of the DoD IEA description.  These 
descriptions are meant to complement the Use Cases:  IEA Support to Transition Planning and 
IEA Support to Investment Planning found in Appendix I. 

 

4.1 IT Portfolio Manager Use of DoD IEA 
Proper execution of IT PfM requires portfolio managers to have the information necessary to 
make informed decisions regarding investments in IE capabilities.  Architects and PEOs/PMs 
provide this information.  Consequently, both architects and PMs must ensure the information 
they provide has been properly aligned with the DoD IEA to enable informed decisions in 
support of achieving required IE capabilities.  In developing the architectures governing a given 
portfolio, primarily MA EAs and related capability architectures and RAs, the architect should 
have properly scoped and bounded the governing architectures through development of IE-
related assumptions, constraints, and questions, and a concept of operations describing required 
interaction with the IE.  The architect should also have incorporated descriptions of pertinent IE 
capabilities and associated activities, rules, and services from the DoD IEA into governing 
architectures and extended, enhanced, and/or refined these descriptions, as necessary. 
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IT portfolio management involves identification, selection, control, and evaluation of 
information resources.  How DoD IEA-aligned architecture descriptions would be used to enable 
each of these functions is described in the sub-sections that follow. 

4.1.1 Identification 
In identification, the scope of the IT portfolio and its investments are determined.  Portfolio 
objectives are derived from, and linked to, the vision, mission, goals, objectives, and priorities of 
the enterprise.  During identification, the portfolio manager also performs the following: 

• Identifies capability gaps, opportunities, and redundancies for the portfolio 

• Determines investment risks 

• Plans for continuous process improvement 

• Develops quantifiable, outcome-based performance measures for use in tracking and 
grading investment decisions 

The IT portfolio manager can use relevant governing architectures aligned with the DoD IEA to 
provide portfolio objectives based on the Department’s IE vision and derived from the required 
IE capabilities.  The IE capability descriptions, as applied in these architectures, provide 
requirements for the capabilities the portfolio must either develop or that support the portfolio in 
implementing solutions able to operate in the IE.  The operational context and IE vision from the 
DoD IEA, as incorporated into the governing architectures, allows the construction of portfolio 
objectives reflecting these requirements.  Each portfolio manager should focus investment 
planning toward the IE capabilities as aligned with the IE vision representing the desired IE end-
state. 

The IT portfolio manager can also use the descriptions of IE capabilities as incorporated into the 
governing architectures as a starting point for developing criteria for investment decision-making 
and to establish performance measures for tracking and grading those decisions.  The portfolio 
manager can then use these criteria to assess the portfolio baseline to determine IE capability 
gaps, opportunities, and redundancies.  A portfolio manager could further use the principles and 
rules aligned with selected IE capabilities, as described in supporting architectures aligned with 
the DoD IEA, to extend these criteria for use in assessing whether programs in the portfolio 
provide the necessary abilities (identify capability gaps and redundancies), and how investments 
should be adjusted to address resulting issues (identify opportunities, plan for continuous process 
improvement, and identify investment risks). 

4.1.2 Selection 
During selection, the portfolio manager establishes the optimal mix of IT investments to achieve 
the portfolio’s goals and objectives within resource constraints, while demonstrating the impact 
of alternative IT investment strategies and funding levels on the portfolio and accomplishment of 
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the portfolio’s portion of the desired IE end-state.  The DoD IEA provides a common language 
and context for evaluating various investment strategies for the portfolio, as well as a basis for 
determining which investments provide the highest potential for meeting requirements 
established by IE capabilities aligned to the portfolio.  Use of the IE capability descriptions from 
the DoD IEA, as applied to pertinent governing architectures, allows the portfolio manager to 
identify, compare, and evaluate very different capability investments to a common baseline in 
order to judge their ability to meet operational requirements for the IE and the IE vision 
established by the DoD IEA. 

As part of the selection function, the portfolio manager measures potential solutions against 
criteria derived during identification from IE capability descriptions to establish whether those 
solutions should be part of the portfolio.  Pros and cons can be identified for each solution based 
on its ability to meet requirements for the applicable IE capabilities and their associated activity, 
rule, and service descriptions.  These measurements also provide data for use in adjusting the 
portfolio to provide the best mix of investments for enabling and implementing solutions able to 
meet operational needs. 

4.1.3 Control 
During control, the portfolio manager uses established, quantifiable, outcome-based performance 
measures to monitor and manage the actual investments in the portfolio as they are developed 
and implemented.  Programs resulting from portfolio investments are evaluated against portfolio 
objectives with recommendations made to continue, modify, or terminate individual investments 
based on the results. 

The portfolio manager uses criteria derived from applicable IE capability descriptions and 
associated principles and rules, as applied in the governing architectures, to determine whether 
programs can be expected to meet IE requirements and provide the necessary IE capabilities.  
The descriptions of applicable IE capabilities from governing architectures aligned with the DoD 
IEA provide a “picture” of what target capabilities should be and how they should perform for 
use in measuring investments and associated programs.  The portfolio manager should use all 
these elements to determine the current state of the portfolio and then adjust its investments 
accordingly to better align them with requirements from the DoD IEA. 

4.1.4 Evaluation 
Periodically, the portfolio manager measures the actual contributions of fielded capabilities 
provided by the portfolio to the enablement of operations.  The portfolio manager measures the 
actual support provided by the portfolio’s investments against established, outcome-based 
performance measures to determine whether the portfolio is providing improved capability and 
where gaps still exist.  The results of this evaluation are used to determine further adjustments to 
the portfolio and to repeat the identification function. 
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The governing architectures, aligned with the DoD IEA, provide the portfolio manager with a 
description of the IE vision and how IE capabilities operate in this environment for information 
sharing purposes.  The portfolio manager uses the IE capability descriptions aligned to the 
portfolio to establish criteria for measuring whether the portfolio is delivering the right 
capabilities and/or whether the capabilities it is providing are working so as to enable operations.  
The DoD IEA, as interpreted by the governing architectures, can be used as a target, since it 
provides a view of how the “to be” IE is expected to operate.  The portfolio manager can 
compare the current state and performance of the IE against this target to see if the portfolio has 
actually advanced the IE towards the desired end-state.  Investments can be reviewed and 
adjusted, as necessary, to better meet the requirements of IE capabilities described in the 
governing architectures as aligned with the DoD IEA. 

4.2 Investment Review Board (IRB) Use of DoD IEA 
The IT Investment Review process complements and supports IT PfM.  The IRB will certify 
programs and initiatives that meet portfolio objectives and then will approve funding for certified 
programs and initiatives.  The IRB process and structure was first established in DoD to meet 
directives in the National Defense Authorization Act of Fiscal Year 2005 (FY05 NDAA), which 
mandated certification of DoD business systems modernization programs.  To conform to these 
directives, DoD established a governance structure, roles, responsibilities, and processes for 
conducting the necessary business system certification.  This process is considered the de facto 
standard for investment review across the Department. 

The IRB will receive requests for certification of programs and initiatives as part of transition 
plans for the IE.  The PMs for the programs and initiatives are responsible for assembling 
certification packages containing accurate and complete information on their programs to include 
how they address DoD IEA requirements and portfolio goals and objectives.  Pre-Certification 
Authorities (PCAs), appointed by the Components, review and validate the certification 
packages, then submit them to the IRB for certification review and recommendation.  The IRB 
checks the programs and initiatives against portfolio goals and objectives and DoD IEA-
established requirements and submits programs they recommend for certification to a designated 
Certification Authority (CA) at the Principal Staff Assistant (PSA) level for final approval.  If 
approved, funds are formally obligated for the program/initiative. 

The DoD IEA describes a common vision for the IE in terms of IE capability descriptions that 
provide a basis for certification criteria to be used by the IRB for making decisions regarding IT 
programs/initiatives and their place in IT portfolios.  The IE capability descriptions from the 
DoD IEA can also be used to locate commonalities across programs and initiatives for the IRB to 
use in eliminating redundancies and promoting program reuse across the Department.  Since the 
DoD IEA defines the target end-state for the IE, it can be used as a baseline to determine if a 
program/initiative is advancing towards the Department’s IE goals and so is aligned with DoD’s 
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needs in regards to future operations. All these factors will determine if a program/initiative 
should be certified and ultimately funded. 

To properly conduct its assessment of a program/initiative, the IRB needs to receive information 
from both portfolio managers and PEOs/PMs with a stake in the program/initiative under review.  
From portfolio managers, the IRB needs to receive IE capability requirements associated with 
the portfolio.  This information would be drawn from governing architectures aligned with the 
DoD IEA.  The IRB can then review the program/initiative against this information to assess its 
compliance or alignment with the vision for the IE. 

From PEO(s)/PM(s), the IRB would receive assertions as to how the program/initiative complies 
with IE requirements.  These assertions are based on how the solution architecture(s) governing 
the program align with the DoD IEA.  The solution architect first incorporates into the solution 
architecture those applicable IE capability descriptions, to include associated activities, rules, and 
services, as interpreted by any governing architecture(s).  The solution architect also addresses 
additional requirements defined by applicable DoD-wide RAs that are a part of the DoD IEA in 
defining solution requirements and providing detailed technical standards and rules for directing 
solution development.  The PEO/PM describes for the IRB the IE-related descriptions and 
requirements from the solution architecture and RAs with which the program is compliant.  The 
IRB then assesses how this interpretation aligns with the DoD IEA. 

The IRB should conduct its assessments using criteria derived from the DoD IEA to determine 
program/initiative compliance.  The IRB should use applicable IE capability descriptions, as 
extended by the associated activity, rule, and service descriptions, to determine the requirements 
the program/initiative should be addressing.  The applicable IE capability descriptions as 
integrated into governing architectures can provide the IRB with a common context for 
understanding how the program/initiative can expect to operate in the “to be” IE.  This context 
can be used to develop measures for determining how well the program/initiative is to perform in 
such an environment. 

5 Use of the DoD IEA in Program Management  
This section describes how PEOs/PMs should use solution architectures, properly aligned with 
the DoD IEA, in carrying out their responsibilities.  Program Executive Officers and PMs are the 
designated individuals with responsibility for program development, production, and sustainment 
to meet users’ operational needs.  In particular, PMs are a focal point for providing decision-
makers with information on Programs of Record (PoRs) and how these PoRs meet IE 
requirements.  As such, PMs are responsible for ensuring that all required data on their PoRs 
provide an accurate picture, in the context of the IE, of the state of the program to enable their 
Component organizations, as well as DoD portfolio managers, IRBs, and the DoD CIO, to make 
informed investment decisions. 
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The solution architecture for the program should be derived from and compliant with appropriate 
higher-level architectures.  These governing architectures provide the solution architect with an 
operational concept the program must follow, a set of capabilities it must achieve, a set of 
higher-activities the program must support, descriptions of required services the program is to 
provide, and additional guidelines to which the program must adhere.  These governing 
architectures are assumed to have been aligned with the DoD IEA. 

In developing a solution architecture, the architect should have taken into consideration pertinent 
DoD IEA descriptions as applied by the governing architectures.  The governing architectures 
will have incorporated and extended, enhanced, or refined, where applicable, the descriptions of 
pertinent IE capabilities and their associated activities, rules, and services from the DoD IEA.  
The solution architect then incorporates these descriptions into the solution architecture, further 
extending, enhancing, or refining them to meet development needs.  The PEO/PM will use the 
operational processes, service requirements, rules, and standards from the solution architecture to 
manage the program and select solutions to meet program needs by deriving IE-related non-
functional requirements, design criteria and guidelines, and criteria for analyzing alternatives. 

The appropriate timeframe to start aligning with DoD IEA requirements is during the 
Capabilities Based Assessment (CBA) phase of the Joint Capabilities Integration and 
Development System (JCIDS) process.14  The CBA sets the stage for subsequent acquisition.  
Before initiating a program, the CBA identifies warfighting capability and supportability gaps 
and the DOTMLPF-P elements required to fill those gaps.  The solution architecture, aligned 
with the DoD IEA, should be a key source for this gap analysis and also for determining 
appropriate IE capabilities to which the solution should be built in order to fill the identified 
gaps.  Because the Initial Capabilities Document (ICD) developed during the CBA provides the 
formal means for communicating capability needs between the warfighter, acquisition, and 
resource management communities, it must incorporate appropriate DoD IEA elements, as 
interpreted by governing architectures and the solution architecture, in defining IE-related 
aspects of the program. 

Evolutionary acquisition is the preferred DoD strategy for rapid acquisition of mature technology 
for the user.  An evolutionary approach delivers capability in increments, recognizing, up front, 
the need for future capability improvements.  The objective is to balance needs and available 
capability with resources, and to put capability into the hands of the user quickly.  The success of 
the strategy depends on phased definition of capability needs and system requirements, and the 
maturation of technologies that lead to disciplined development and production of systems that 
provide increasing capability over time.15 

In support of evolutionary acquisition, the IE vision in the DoD IEA, as applied by higher-level 
governing and solution architectures, can assist in determining transformation priorities the 
                                                           
14 CJCSI 3170.01G, 1 March 2009, Current as of 7 March 2011 
15 DoDI 5000.02, Dec 8, 2008, p. 13 
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PEO/PM can use to decide which capabilities should be developed and/or acquired first.  This 
common IE vision, as incorporated into the applicable solution architecture(s), can also be used 
to determine the required end-state of IE capabilities to be provided by the program.  The IE 
capability descriptions, as constrained by associated rules, can be used to establish criteria for 
assessing the current position of the program in meeting IE requirements and for planning future 
improvements and defining incremental development goals to address requirement gaps. 
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Appendix E: Compliance with the DoD Information Enterprise 
Architecture (DoD IEA) 

 

1 Introduction 
Compliance with the Department of Defense (DoD) Information Enterprise Architecture (IEA) is 
a necessary first step to ensure components of the IE operate and interoperate as planned. 
Architectures are responsible for maintaining compliance with the IEA as purposes and scopes 
change. As IE goals and capabilities change, content in the IEA will be revised to reflect these 
changes. Architectures must determine how best to keep up with the IEA as it is revised. 
Appendix E describes the criteria for complying with the DoD IEA. It also contains a template 
that can be used to assist in conveying and assessing compliance with the IEA. Appendix D, 
Applying the DoD IEA, is a complementary appendix that should be read and understood before 
reading this appendix. Appendix D describes a detailed approach for developing DoD 
architectures that comply with the DoD IEA and how these compliant architectures can be used 
to support the functions of IT investment managers and managers of Information Technology 
(IT) programs.  

1.1 Related Compliance Requirements  
Conformance with the DoD Architecture Framework (DoDAF) and compliance with the DoD 
Enterprise Architecture (EA) are closely related to compliance with the IEA. DoD architectures 
are expected to meet compliance requirements in all three areas. Certain organizations, such as 
the US Special Operations Command, with unique legal, operational, and organizational 
considerations may not be impacted by the DoD IEA. 
 
DoDAF conformance ensures that reuse of information, architecture artifacts, models, and 
viewpoints can be shared with common understanding. DoDAF conformance is achieved when 
the data in a described architecture is defined according to the Meta Model (DM2) concepts, 
associations, and attributes and the architectural data is capable of transfer in accordance with the 
Physical Exchange Specification (PES). Information on conformance with the DoDAF is 
described in the DoDAF v2.0 document.  
 
DoD IEA compliance is one of many components required for compliance with the DoD EA. 
Information about compliance with the DoD EA is provided in Appendix G of this document. 

1.2 Importance of Relevance 
In most cases, compliance is a function of determining what information in the IEA has 
relevance for the architecture being developed. Relevance is based on the purpose and scope of 
the architecture. An architecture with a purpose and scope that requires high-level, general 
descriptions, such as an EA, may determine the operational context, vision, and principles of the 
IEA as being relevant for compliance. An architecture with a purpose and scope that requires 
focused, detailed descriptions, such as a Reference Architecture or Solution Architecture, may 
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determine the capabilities, activities, rules, and services of the IEA as relevant for compliance. 
DoD IEA compliance for any architecture is based on the purpose and scope of the architecture. 

2 Compliance Criteria 
Various elements described in the IEA will be used to establish compliance criteria. Compliance 
with the DoD IEA will be evaluated using this criteria based on relevance to the architecture. 
The intent of Appendix E is to provide information for complying with the DoD IEA content. 
Although IDEF0 examples are used in this section, the focus is on the DoD IEA content not the 
IDEF0 rules and disciplines. 

2.1 Align with Operational Context 
The operational context describes the operational requirements and desired mission outcomes the 
IE must enable and support. These requirements and outcomes are established by the 
warfighting, business, defense intelligence, and enterprise information environment Mission 
Areas. Information about the operational context is in Section 2 of this document. 
 
Guidance that scopes and bounds the architecture should be aligned with the DoD IEA 
operational context so the architecture properly addresses warfighter, business, and defense 
intelligence needs for the IE. This alignment may be conveyed in the Overview and Summary 
Document (AV-1) and external context descriptions. 

2.2 Align with IE Vision 
The vision for the IE is a unified environment that delivers agile and secure information 
capabilities to enhance combat power and decision making. The IE provides a rich information 
sharing environment in which data and services are visible, accessible, understandable, and 
trusted across the enterprise.  It also enables an available and protected network infrastructure 
that enables responsive, information-centric operations, using dynamic and interoperable 
communications and computing capabilities. Information about the IE vision is in Section 4 of 
this document. 
 
Architecture guidance should also be aligned with the vision describing the desired technical 
end-state of the IE so the architecture can guide development and implementation of solutions 
able to effectively operate in such an IE.  This guidance should include an operational concept 
incorporating a description of how the architecture interacts with the IE, based again on the 
operational context and IE vision in the IEA. This alignment may be conveyed in the Overview 
and Summary Document (AV-1), the Vision (CV-1), and the Concept of Operation (OV-1).  

2.3 Align with IEA Principles 
The principles for the IE are the fundamental concepts for developing, operating, managing, and 
using the IE. The IE Operational Concept also fits in this criterion.  The operational concept 
describes the key concepts, operations, components, and participants of the IE.  It provides both 
a user and provider perspective. The principles are grouped by five priority areas and listed in 
Appendix B of this document. Information about the operational concept is in Section 6 of this 
document.  
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The application of principles can be expressed directly or indirectly in operational concepts. Enterprise-
level architectures may incorporate the exact description of a principle from the DoD IEA into the OV-1 
or they may only incorporate a portion based on the focus of the architecture. Data and Services 
Deployment (DSD) Principle 05 states “Data, services, and applications should be loosely coupled to 
one another.  The interfaces for mission services that an organization provides should be independent of 
the underlying implementation.  Likewise, data has much greater value if it is visible, accessible, and 
understandable outside of the applications that might handle it.” The principle in its entirety may be 
expressed in the OV-1 or only a portion, such as “Data, services, and applications should be loosely 
coupled to one another.” dependent upon the focus of the architecture. 

 
The application of principles can also be expressed as an activity or within the definition of an 
activity in an OV-5 Operational Activity Model. A dynamic, agile, and responsive characteristic 
is present in several principles. These characteristics may be used to express the application of 
principles in an activity, or in the definition of an activity. Table E2.3-1 provides an example of 
this using an activity from the Information Assurance (IA) Integrated Architecture. 
 

Table E2.3-1 - Expressing Principles in Activities 
Activity Definition 

IA Activity: A.3 Evolve the IA Perform activities to analyze current IA 
capabilities as well as to define and plan new 
capabilities. 

Example of Expressing a Principle in the 
Definition: A.3 Evolve the IA 

Perform activities to analyze current IA 
capabilities as well as to define and plan new 
capabilities. The globalization of information 
technology, particularly the international 
nature of hardware and software (including 
supply chain) development and the rise of 
global providers of IT and communications 
services presents a very new and unique 
security challenge. GIG resources must be 
designed, managed, protected and defended 
to meet this challenge. 
 

 
In Table E2.3-1, the activity and definition at the top of the table is an actual activity from the IA 
Global Information Grid (GIG) Integrated Architecture.16 The activity, A.3 Evolve the IA, is 
defined as “Perform activities to analyze current IA capabilities as well as to define and plan new 
capabilities.” The definition of the same activity at the bottom of the table includes the SA 
Principle 02 from the DoD IEA in blue text.  By expressing SA Principle 02 in the definition, the 
intent and net-centric nature of the activity is more clearly articulated.  
  
Another way to express the application of principles is as controls on activity and process 
models. Using Integrated Definition (IDEF) 0 modeling notation, the application of a Principle 
                                                           
16 Information Assurance (IA) Component of the GIG Integrated Architecture, Increment 1, v1.1, 16 Nov 2006, pg. 
3-25. 
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can be expressed as a Control directly on the activity. Figure E2.3-1, Expressing Principles as 
Controls on Activities, illustrates this method of expression. 
 
In Figure E2.3-1, the activity in Block A expresses the application of principles by using the 
DSD Principle 05 as a control on the activity. DSD Principle 05 is defined as “Data, services 
and applications must be visible, accessible, understandable, and trusted by the unanticipated 
user. All needs can never be fully anticipated. There will inevitably be unanticipated situations, 
unanticipated processes, and unanticipated partners. By building capabilities designed to 
support users outside of the expected set, the Department can achieve a measure of agility as a 
competitive advantage over our adversaries.” 

 

Activity
Input

Control

Mechanism

Output

Typical IDEF0 Activity Provide 
Mission 

Applications

Input

DSD Principle 05

Mechanism

Output

Provide 
Mission 

Applications

Input

Global Principle 03

Mechanism

Output

A

B

 
Figure E2.3-1: Expressing Principles as Controls on Activities 

 
In this case, all elements of the principle will constrain the execution of the activity which may 
be further expressed in the definition or in processes involving the activity. In Block B, Global 
Principle 03 is used as a control on the activity. Global Principle 03 is defined as “Data assets, 
services, and applications on the GIG shall be visible, accessible, understandable, and trusted to 
authorized (including unanticipated) users.” In this case, all elements of the principle will 
constrain the execution of the activity which may also be further expressed in the definition or in 
processes involving the activity. 

2.4 Align with IEA Capabilities 
The IE capabilities represent the functions required to securely consume, produce, and/or 
manage information and information assets within the IE.  Together, these capabilities are meant 
to represent the totality of what the IE must be able to do or provide to enable successful mission 
accomplishment.  In the DoD IEA, each IE capability is represented as an architecture 
description of the activities, functions/services, and rules that when implemented or executed can 
be expected to achieve the capability in terms of a measurable result. Information about the IE 
capabilities is in Section 5 of this document. 
 



 
DoD Information Enterprise Architecture Version 2.0 

E-5 
 

Capabilities described in the architecture should be aligned with pertinent IE capabilities 
described in the IEA.  In cases where the architecture provides one or more IE capabilities, 
corresponding capability descriptions in the IEA should provide the starting point for more 
detailed capability descriptions in the architecture.  Where IE capabilities from the IEA enable 
the architecture, the IEA descriptions of these capabilities should guide and constrain the 
corresponding capability descriptions in the architecture, providing information on where and 
how the IE capabilities will interact with the architecture and what they can be expected to 
provide in support. Application of capabilities may be conveyed in the Capability Taxonomy 
(CV-2) and other capability viewpoints. 

2.4.1 Align with IEA Activities 
The operational activities in the IEA represent the actions providers, users, and operators of the 
IE must perform to meet both operational requirements for the IE and the vision of the IE. 
Information about the IE operational activities is in Section 5 of this document. 
 
Activities from the DoD IEA should be incorporated into the architecture or serve as starting 
points for further activity decomposition wherever the architecture needs to describe actions 
performed to achieve pertinent IE capabilities.  They should also be incorporated into the 
architecture as necessary to constrain how actions or processes that need to occur in the IE are to 
be performed.  Activities from the DoD IEA may also be used in the architecture to describe 
actions the IE will perform to enable or support the architecture and its interaction with the IE. 
 
Operational activities and processes derived from relevant DoD IEA activities may be expressed 
in OV-5 Activity Models and process flows. This can be done by: 
 

• Incorporating actual DoD IEA activities into the architecture description 
 

• Developing architecture activities as specific instances of DoD IEA activities 
 

• Developing architecture activities as decompositions of existing DoD IEA activities 
providing additional detail. 

 
Figure E2.4.1-1, Examples for Expressing DoD IEA activities in the OV-5, provides three 
examples for expressing applicable DoD IEA activities in the OV-5. The figure uses DoD IEA 
Activity A1135-Develop Data/Service Standards as the applicable activity. The first example in 
the figure incorporates DoD IEA Activity A1135 Develop Data/Service Standards as activity A2 
of the architecture’s OV-5. The second example expresses the DoD IEA Activity A1135 as a 
specific instance to develop design patterns for ISR services in activity A2 of the architecture’s 
OV-5. The third example provides additional detail with a decomposition of the DoD IEA 
Activity A1135 that fits the purpose of the architecture’s OV-5. 
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2.4.2 Align with IEA Services 
The IE services represent the enterprise services and sub-services that are needed to deliver 
capabilities. Information about services and sub-services is in Section 7 of this document. 
 
Services defined in the DoD IEA should provide the basis for descriptions of performers 
(services, systems, etc.) the architecture will provide to achieve IE capabilities.  They also 
provide information for incorporation into the architecture to describe how IE services enable the 
architecture and how the architecture should interact with these enabling services. 
 
Application of DoD IEA services may be conveyed in Services Context Descriptions (SvcV-1), 
Services Functionality Descriptions (SvcV-2), and other Service Viewpoints. 

2.4.3 Align with IEA Rules 
The IE rules represent the controls that are applied to activities and services. The rules are 
organized by five priority areas and the GIG 2.0 ORA-Derived Operational Rules (OPR) and 
associated directly to capabilities. Information about the rules is in Appendix B of this document. 
 
Rules in the DoD IEA should be used to identify, select, and describe more detailed technical 
rules for incorporation into the architecture so it can properly constrain the implementation and 
functioning of solutions in ensuring effective operations in the IE.  

Figure E2.4.1-1: Examples for Expressing DoD IEA Activities in the OV-5 
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The application of DoD IEA rules can be expressed in several ways to describe how the 
architecture operates. Three ways to express the rules in architecture descriptions are: 

• In activity, process, and service definitions 

• In architecture rules models 

• As the basis for more detailed restrictions 
 
Expressing the application of DoD IEA rules in activity, process, and service definitions 
provides descriptions of how an action, process, or service operates within the constraints of the 
Rule.  The DSD Rule 07 states “Services shall be advertised by registering with an enterprise 
service registry.” At enterprise and Component-level architectures, this rule can be expressed in 
the definition of activities in the OV-5. An example of expressing this Rule in a definition for 
implementing services is: The activity of activating services and making them available to users 
to include registering services with an enterprise service registry. 
 
An architecture describing the process for implementing services may express the DSD Rule 07 
by making “register with an enterprise service registry” a step in the process. 
 
Expressing the application of DoD IEA rules in architecture rules models provides more 
descriptive content on how the architecture behaves. They effectively constrain architecture 
elements to behave according to the net-centric restrictions imposed by the DoD IEA Rule. 
Operational rules are specified in the OV-6a Operational rules Model to describe what must be 
done and what cannot be done in the enterprise. Operational rules can be grouped into three 
categories:17 

• Structural Assertions - Concern mission or business domain terms and facts reflecting 
static aspects of business rules 

• Action Assertions - Concern some dynamic aspects of the business and specify 
constraints on the results that actions produce 

• Derivations - Concern algorithms used to compute a derivable fact based on other 
assertions 

 
DSD Rule 05 states “COIs will determine which data sources are authoritative and will not 
declare any source authoritative without establishing a valid pedigree.” As an example, this 
Rule can be expressed in the OV-6a as a structural assertion, action assertion, or derivation 
depending on architecture context and purpose. 

• Structural Assertion - “Authoritative sources of data must have a valid pedigree.” 

                                                           
17 DoD Architecture Framework (DoDAF), v2, Viewpoints and Models, 
http://dodcio.defense.gov/sites/dodaf20/products/DoDAF_v2-02_web.pdf . 
. 

http://dodcio.defense.gov/sites/dodaf20/products/DoDAF_v2-02_web.pdf
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• Action Assertion - “Establish a valid pedigree for data sources before declaring them as 
authoritative.”Derivation - “Only data sources with valid pedigrees can be declared 
authoritative.” 

Expressing the application of DoD IEA rules as the basis for more detailed restrictions uses the 
rules as a starting point for developing detailed technical rules. The technical rules are 
constraints on system and service performance and are typically addressed in the SV-10a 
Systems Rules Model and SvcV-10a Services Rules Model. In contrast to the OV-6a, SvcV-10a 
and SV-10a focus on constraints imposed by some aspect of operational performance 
requirements that translate into service and system performance requirements.18 CIR Rule 04 
states “Physical implementation of computing infrastructure shall include transparent interfaces 
to users to minimize, if not eliminate, degradation in performance and Quality of Service.” An 
example of a detailed technical rule based on the CIR Rule 04 is “Computing capabilities require 
intuitive management and use interactions to facilitate transparency.” 

2.4.4 Align with IEA Standards 
The Standards for the IE assist in identifying applicable standards, guidance, and policy by 
listing existing and emerging documentation containing such information.  Once identified, these 
standards are used to direct, guide, and/or constrain the execution of capabilities or services in 
the IE. Information about the Standards is in Section 8 of this document. 
 
Standards in the DoD IEA should be used to identify, select, and describe more detailed specific 
technical standards for incorporation into the architecture so it can properly constrain the 
implementation and functioning of solutions in ensuring effective operations in the IE. 
Application of standards in the DoD IEA may be conveyed in the Standards Profile (StdV-1), 
Standards Forecast (SvcV-2), Services Evolution Description (SvcV-8), and Services 
Technology & Skills Forecast (SvcV-9) models. 

2.5 Align with DoD-wide Reference Architecture (RA) 
A DoD-wide Reference Architecture (RA) is an extension of the IEA that is scoped around some 
particular IEA functional or capability subset, adding depth to the IEA architectural description 
within that functional or capability subset. 
 
 As applicable, DoD architectures incorporate or align with the more detailed RA descriptions, 
and program planning, management, and execution uses appropriate RAs to provide standard 
solutions.  DoD-wide RAs are just one element of a continuum of IE information ranging from 
enterprise-level policy and strategy to individual programs or initiatives that deliver or manage 
IE solutions.  RAs are not typically implemented as a solution per se, but instead feed lower-
level and more granular architectures, technical guidance, and programs. Since RAs describe the 
same architecture data as discussed earlier, only more focused and detailed, these descriptions 
can be applied as described earlier. 

3 Compliance Template 
The Compliance Template is a tool to assist architects with complying with the DoD IEA and 
evaluators with assessing architectures for compliance with the IEA. It lists the criteria for 
                                                           
18 DoD Architecture Framework (DoDAF), v2, Viewpoints and Models, 
http://dodcio.defense.gov/sites/dodaf20/products/DoDAF_v2-02_web.pdf . 

http://dodcio.defense.gov/sites/dodaf20/products/DoDAF_v2-02_web.pdf
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compliance and provides exemplar guidance for conveying compliance. The examples provided 
in this appendix use DoDAF architecture descriptions. Programs and portfolios that are not 
required to develop DoDAF architecture are expected to demonstrate compliance with the DoD 
IEA in whatever descriptions they provide. Documentation of compliance with the DoD IEA is 
expected regardless of the architecture description type. The Enhanced Information Support Plan 
(EISP) tool provides an automated means to use this template. The Compliance template is 
provided as Tab A to this Appendix.  
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Tab A to Appendix E: DoD IEA Compliance Template 
Compliance 

Criteria 
Appendix D 
Application 
Reference 

Exemplars for Conveying 
Compliance 

Questions to Address 
Compliance Criteria 

Answers to 
Questions 

2.1. Align with 
Operational 
Context 

3.3.2 - Apply IEA 
Bounds to 
Architecture. 

Review the Operational 
Context to determine which 
operational requirements 
apply to and bound the 
architecture being developed.  
Describe in the Overview and 
Summary Information (AV-
1). 

Q – Which warfighting, business, 
and defense intelligence 
operational requirements are 
relevant in bounding the 
architecture being developed?  

Q - Where in the architecture/ 
program documents are the 
relevant operational requirements 
described? 

 

2.2. Align with IE 
Vision 

3.3.2 - Apply IEA 
Bounds to 
Architecture 

Capture relevant conceptual 
and technical aspects of the IE 
Vision in the scope and 
context of the architecture. 
Describe in the Overview and 
Summary Information (AV-
1).  

 

Q – Which conceptual aspects of 
the IE Vision are relevant to my 
architecture? 

Q - Which technical aspects of the 
IE Vision are relevant to my 
architecture? 

Q - Where in the architecture/ 
program documents are the 
conceptual and technical aspects 
of the IE Vision described? 
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Compliance 
Criteria 

Appendix D 
Application 
Reference 

Exemplars for Conveying 
Compliance 

Questions to Address 
Compliance Criteria 

Answers to 
Questions 

2.3. Align with 
IEA Principles 

3.3.3.3 - Apply 
relevant IEA 
Principles to drive 
common solutions 
and promote 
consistency and 
integration across 
DoD.       

Identify relevant IEA 
Principles and apply in 
operational and service 
descriptions in the 
architecture being developed. 
Apply in the concepts of 
operations (OV-1), activity 
models (OV-5a), process 
models (OV-6c), and rules 
models (OV-6a, SvcV-10a) 

 

Q - Which Priority Areas are 
relevant to the architecture being 
developed? 

Q – Which Principles from the 
relevant Priority Areas are relevant 
to the architecture? 

Q – How do these Principles apply 
to the architecture? 

Q - How are the Principles 
addressed in the architecture/ 
program documents? 

 

2.4. Align with 
IEA Capabilities 

3.3.3.1 - Apply 
relevant IEA 
Capabilities and 
definitions to the 
architecture being 
developed as 
prescriptive, 
descriptive, or 
constraining content. 

Based on the relevant IEA 
capabilities, describe what the 
IE will provide or do for the 
architecture and how the 
architecture will interact with 
the IE. Describe in the 
Capability Viewpoints, 
especially the Vision (CV-1) 
and Capability Taxonomy 
(CV-2); Operational 
Viewpoints, especially the 
Concept of Operations (OV-

Q – Which IEA Capabilities are 
relevant to the architecture being 
developed? 

Q – How do the Capabilities apply 
to the architecture? 

Q - Where in the architecture/ 
program documents are the 
relevant Capabilities applied? 
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Compliance 
Criteria 

Appendix D 
Application 
Reference 

Exemplars for Conveying 
Compliance 

Questions to Address 
Compliance Criteria 

Answers to 
Questions 

1); and Services Viewpoints, 
especially the Services 
Context Description (SvcV-1) 
and Services Functionality 
Description (SvcV-4). 

2.4.1. Align with 
IEA Activities 

3.3.3.2 – Apply 
relevant IEA 
activities to refine, 
extend, or constrain 
descriptions of 
architecture 
activities and 
processes so they are 
consistent with the 
IEA.  

Apply relevant IEA activities 
to Operational Viewpoints 
such as the activity models 
(OV-5 series) and process 
models (OV-6c). 

Q - Which IEA activities are 
relevant to the architecture being 
developed? 

Q - How do the activities apply to 
the architecture? 

Q - How are relevant activities 
applied in the architecture/ 
program documents? 

 

2.4.2 Align with 
IEA Services 

3.3.3.4 – Apply 
relevant IEA 
services as a basis 
for defining the 
services that 
solutions driven by 
or resulting from the 
architecture are 

Apply the relevant IEA 
services to Service 
Viewpoints descriptions in the 
architecture being developed. 
These services may also be 
described in process models 
and the Capability to Services 
Mapping (CV-7). 

Q – Which IEA services are 
relevant to the architecture being 
developed? 

Q – How do the relevant services 
apply to the architecture?  

Q – How are relevant services 
addressed in your architecture/ 
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Compliance 
Criteria 

Appendix D 
Application 
Reference 

Exemplars for Conveying 
Compliance 

Questions to Address 
Compliance Criteria 

Answers to 
Questions 

required to deliver. program documents? 

2.4.3 Align with 
IEA Rules 

3.3.3.3 – Apply 
relevant IEA rules to 
operational and 
service descriptions 
to ensure resulting 
capability and 
service definitions 
reflect requirements 
from and are 
consistent with the 
description of the IE. 

Apply the relevant IEA rules 
to Operational and Service 
Viewpoints descriptions 
especially in activity models 
(OV-5a), rules models (OV-
6a, SvcV-10a), and in process 
models. 

 

Q – Which IEA rules are relevant 
to the architecture being 
developed? 

Q – How do the relevant rules 
apply to the architecture?  

Q – How are relevant rules 
addressed in your architecture/ 
program documents? 

 

2.4.4 Align with 
IEA Standards 

3.3.3.3 – Apply 
relevant IEA 
standards to 
standards 
descriptions to 
constrain the 
implementation and 
functioning of 
solutions in ensuring 
effective operations 
in the IE. 

Apply the relevant IEA 
standards to Standards and 
Service Viewpoints 
descriptions especially in the 
Standards Profile (StdV-1), 
Standards Forecast (StdV-2), 
Services Evolution 
Description (SvcV-8), and 
Services Technology & Skills 
Forecast (SvcV-9) models. 

Q – Which IEA standards are 
relevant to the architecture being 
developed? 

Q – How do the relevant standards 
apply to the architecture?  

Q – How are relevant standards 
addressed in your architecture/ 
program documents? 

 



 
DoD Information Enterprise Architecture Version 2.0 

E-A-5 
 

Compliance 
Criteria 

Appendix D 
Application 
Reference 

Exemplars for Conveying 
Compliance 

Questions to Address 
Compliance Criteria 

Answers to 
Questions 

2.5 Align with 
DoD-wide 
Reference 
Architecture (RA) 

3.2 RAs provide 
more detailed 
descriptions of 
principles, rules, 
patterns, and 
technical positions 
for key focus areas.  

Apply relevant principles, 
rules, and technical positions 
from the RA as described 
earlier in the template. Apply 
patterns from the RA in 
process models and other 
models as appropriate. 

Q – Which RAs are relevant to the 
architecture being developed? 

Q – What content in the RAs is 
relevant to the architecture being 
developed? 

Q – How does the relevant RA 
content apply to the architecture?  

Q – How is relevant RA content 
addressed in the architecture/ 
program documents? 

 

 
 

    
 
 



 
DoD Information Enterprise Architecture Version 2.0 

F-1 
 

Appendix F - Alignment of GIG 2.0 ORA and DoD IEA v1.2 Activities with 
DoD IEA v2.0 Activities 
This appendix contains two tables that map activities from the Global Information Grid (GIG) 
2.0 Operational Reference Architecture (ORA) and the DoD Information Enterprise Architecture 
(IEA) v1.2 to the Department of Defense (DoD) IEA v2.0. This mapping does not indicate a one-
for-one replacement of activities in all cases. It is intended to show where relationships between 
activities exist. In many cases the relationship cannot be understood by the activity name alone, 
it is understood by reading the definitions. Table F-1 shows alignment of GIG 2.0 ORA 
activities with DoD IEA v2.0 activities. Table F-2 shows alignment of DoD IEA v1.2 activities 
to DoD IEA v2.0 activities.  These tables can be used to assist users who have previously aligned 
with or used activities from the GIG 2.0 ORA or DoD IEA v1.2, in seeing the mapping of DoD 
IEA v2.0 activities to previous activities.  

Table F-1 – Alignment of GIG 2.0 ORA (v1.5) Activities with DoD IEA v2.0 Activities 

GIG 2.0 
Activity No. 

GIG 2.0 Activity Name DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

A1 Enable Global Authentication, 
Access Control and Directory 
Services 

A2.1 Enable Global 
Authentication and Access 
Control 

A1.1 Provide Identity Management 
and Authentication 

A2.1.1 Provide Identity 
Management and 
Authentication 

A1.1.1 Manage Identity Lifecycle A2.1.1.1 Manage Identity Lifecycle 
A1.1.1.1 Provide Identity Federation A2.1.3 Provide Federation 
A1.1.1.2 Register Identity A2.1.1.1.1 Register Identity 
A1.1.1.3 Maintain Identity A2.1.1.1.2 Maintain Identity 
A1.1.1.4 Expose Identity Information A2.1.1.1.3 Expose Identity Information 
A1.1.2 Provide Credentialing 

Mechanisms 
A2.1.1.2 Provide Credentialing 

Mechanisms 
A1.1.2.1. Manage Credential A2.1.1.2.1 Manage Credential 
A1.1.2.1.1 Provide Credential Federation A2.1.3 Provide Federation 
A1.1.2.1.2 Issue Credential A2.1.1.2.1.1 Issue Credential 
A1.1.2.1.3 Maintain Credential A2.1.1.2.1.2 Maintain Credential 
A1.1.2.1.4 Expose Credential Information A2.1.1.2.1.3 Expose Credential 

Information 
A1.1.2.2 Manage Credential Repository A2.1.1.2.2 Manage Credential 

Repository 
A1.1.3 Authenticate Entity A2.1.1.3 Authenticate Entity 
A1.1.3.1 Provide Authentication 

Mechanisms 
A2.1.1.3.1 Provide Authentication 

Mechanisms 
A1.1.3.2 Validate Credential A2.1.1.3.2 Validate Credential 
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GIG 2.0 
Activity No. 

GIG 2.0 Activity Name DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

Authenticity Authenticity 
A1.1.3.3 Verify Identity A2.1.1.3.3 Verify Identity 
A1.1.4 Monitor Authentication A2.1.4 Monitor Authentication and 

Access Control 
A1.1.4.1 Define Authentication Threat A2.1.4.1 Define Threat Level 
A1.1.4.2 Audit Authentication Attempts A2.1.4.2 Perform Audit 
A1.1.4.3 Identify Authentication Threats A2.1.4.3 Identify Threats 
A1.2 Provide Access Control A2.1.2 Provide Access Control 
A1.2.1 Provide Adaptive Access 

Framework 
A2.1.2.1 Provide Adaptive Access 

Framework 
A1.2.1.1 Define Common Attribute 

Semantics 
A2.1.2.1.1 Identify Standard Attributes 

A1.2.1.2 Manage Digital Rules A2.1.5 Manage Digital Rules 
A1.2.1.3 Provide Access Controls A2.1.2.1.2 Enable Access Controls 
A1.2.2 Manage Access Process A2.1.2.2 Manage Access Process 
A1.2.2.1 Manage Trust Negotiation A2.1.2.2.1 Manage Trust Negotiation 
A1.2.2.2 Manage Access Privileges A2.1.2.2.2 Manage Access Privileges 
A1.2.3 Monitor Access A2.1.4 Monitor Authentication and 

Access Control 
A1.2.3.1 Define Access Threat A2.1.4.1 Define Threat Level 
A1.2.3.2 Audit Access A2.1.4.2 Perform Audit 
A1.2.3.3 Identify Access Threat A2.1.4.3 Identify Threats 
A1.3 Provide Directory Services A3.1.1.3.2 Provide Enterprise Directory 

Services 
A1.3.1 Manage Enterprise Directory A3.1.1.3.2.1 Manage Enterprise Directory 
A1.3.1.1 Provide Directory Federation A3.1.1.3.2.1.1 Provide Directory Federation 
A1.3.1.2 Maintain Entity Attributes A3.1.1.3.2.1.2 Maintain Entity Attributes 
A1.3.2 Publish Enterprise Directory A3.1.1.3.2.2 Publish Enterprise Directory 
A1.3.2.1 Provide Access to Enterprise 

Directory 
A3.1.1.3.2.2.1 Provide Access to Enterprise 

Directory 
A1.3.2.2 Expose Entity Attributes A3.1.1.3.2.2.2 Expose Entity Attributes 
A2 Provide and Use Information 

and Services from the Edge 
A3.1 Provide Information and 

Services from the Edge 
A2.1 Utilize Information, Services, 

and Applications 
A5 Use the IE 

A2.1.1 Locate and Use Information, 
Services, and Applications 

A5.1 Locate and Use Information, 
Services, and Applications 

A2.1.1.1 Reactively Discover 
Information, Services, and 
Applications 

A5.1.1.1 Reactively Discover 
Information, Services, and 
Applications 

A2.1.1.2 Proactively Discover 
Information, Services, and 
Applications 

A5.1.1.2 Proactively Discover 
Information, Services, and 
Applications 
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GIG 2.0 
Activity No. 

GIG 2.0 Activity Name DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

A2.1.1.3 Assess Authenticity A5.1.2 Establish Authenticity of 
Discovered Information, 
Services, or Applications 

A2.1.1.4 Assess Utility and Submit 
Feedback 

A5.1.3 Assess Utility of Discovered 
Information, Services, or 
Applications 

A2.1.2 Share Information A5.2 Share Information 
A2.1.2.1 Post Information A5.2.1 Post Information 
A2.1.2.2 Collaborate A5.2.2 Collaborate 
A2.1.2.2.1 Participate in Real-Time 

Collaboration 
A5.2.2.1 Participate in Real-Time 

Collaboration 
A2.1.2.2.2 Participate in Non-Real-Time 

Collaboration 
A5.2.2.2 Participate in Non-Real-Time 

Collaboration 
A2.2 Provide Information 

Infrastructure 
A3.1.1 Provide Enterprise Services 

A2.2.1 Provide Services Infrastructure A3.1.1.1 Provide Services 
Infrastructure 

A2.2.2 Provide Core Services 
Infrastructure 

A3.1.1.3 Provide Core Services 

A2.2.3 Provide Collaboration 
Infrastructure 

A3.1.1.4 Provide Collaboration 
Services 

A2.3 Provide End-User Services & 
Applications 

A3.1.2 Provide End-User Services 
and Applications 

A2.3.1 Provide Mission Oriented 
Applications 

A3.1.2.1 Provide Mission Oriented 
Applications 

A2.3.2 Publish Service A3.1.2.2 Publish Mission-Oriented 
Services 

A2.4 Ensure Warfighter Trust & 
Utility 

A3.1.3 Enable User Trust and Utility 
of IE 

A2.4.1 Ensure Satisfaction of 
Information and Services 
Requirements 

A3.1.3.1 Manage Satisfaction of 
Information and Services 
Requirements 

A2.4.1.1 Ensure Availability A3.1.3.1.1 Manage Availability 
A2.4.1.2 Manage Integrity A3.1.3.1.2 Manage Integrity 
A2.4.1.3 Manage Authenticity A3.1.3.1.3 Manage Authenticity 
A2.4.2 Optimize Information and 

Services from the Edge 
A3.1.3.2 Optimize Information and 

Services from the Edge 
A2.4.2.1 Manage Communities of 

Interest (COIs) 
A3.1.3.2.1 Manage Communities of 

Interest (COIs) 
A2.4.2.2 Provide Common End-User 

Interfaces 
A3.1.3.2.2 Provide Common End-User 

Interfaces 
A2.4.2.3 Ensure Supportability of 

Multiple User Types 
A3.1.3.2.3 Ensure Supportability of 

Multiple User Types 
A3 Provide Joint Infrastructure A3.2 Provide Joint Infrastructure 
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GIG 2.0 
Activity No. 

GIG 2.0 Activity Name DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

A3.1 Provide Computing 
Infrastructure 

A3.2.1 Provide Computing 
Infrastructure 

A3.1.1 Implement Joint Computing 
Infrastructure 

A3.2.1.1 Implement Joint Computing 
Infrastructure 

A3.1.1.1 Acquire Computing 
Infrastructure Solution 

A3.2.1.1.1 Acquire Computing 
Infrastructure Solution 

A3.1.1.2 Install Computing Infrastructure 
Solution 

A3.2.1.1.2 Install Computing 
Infrastructure Solution 

A3.1.1.3 Integrate Computing 
Infrastructure Solution 

A3.2.1.1.3 Integrate Computing 
Infrastructure Solution 

A3.1.1.4 Install Computing Infrastructure 
Solution 

A3.2.1.1.4 Deploy Computing 
Infrastructure Solution 

A3.1.1.5 Test Computing Infrastructure 
Solution 

A3.2.1.1.5 Test and Accredit Computing 
Infrastructure Solution 

A3.1.2 Provide Computing 
Infrastructure Net-Centric 
Environment 

A3.2.1.2 Establish Computing 
Infrastructure Environment 

A3.1.2.1 Provide Self-Managing 
Computing Infrastructure 
Operations 

A3.2.1.2.1 Provide Self-Managing 
Computing Infrastructure 
Operations 

A3.1.2.2 Provide Hardware Environment A3.2.1.2.2 Provide Hardware 
Environment 

A3.1.2.3 Provide Storage Environment A3.2.1.2.3 Provide Storage Environment 
A3.1.2.4 Provide Software Environment A3.2.1.2.4 Provide System Software 

Environment 
A3.1.2.5 Provide High Productivity 

Computing Infrastructure 
Environment 

A3.2.1.2.5 Provide High Productivity 
Computing Environment 

A3.1.2.6 Provide Grid Computing 
Infrastructure  

A3.2.1.2.6 Provide Grid Computing 
Environment 

A3.1.2.7 Provide Computing 
Infrastructure Services 

A3.2.1.2.7 Provide Computing 
Infrastructure Services 

A3.1.2.8 Provide COCOM Aligned 
Service Centers 

A3.2.1.2.8 Provide COCOM Aligned 
Service Centers 

A3.2 Provide Communications 
Infrastructure 

A3.2.2 Provide Communications 
Infrastructure 

A3.2.1 Ensure Interoperability of GIG 
Components 

A3.2.2.1 Procure Interoperable 
Transport Components 

A3.2.1.1 Standardize Extensions to Other 
Network Infrastructures 

A3.2.2.2 Standardize Extensions to 
Other Network 
Infrastructures 

A3.2.1.2 Support Technology Insertion, 
Reuse, and Retirement 

A3.3.2 Evolve Communications 
Infrastructure 

A3.2.2 Provide Global Connectivity to A3.2.2.3 Provide Global Connectivity 
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GIG 2.0 
Activity No. 

GIG 2.0 Activity Name DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

Support the Warfighter 
A3.2.2.1 Provide WAN Connectivity A3.2.2.3.1 Provide Wide Area Network 

(WAN) Connectivity 
A3.2.2.2 Provide LAN Connectivity A3.2.2.3.2 Provide Local Area Network 

(LAN) Connectivity 
A3.2.2.3 Provide Ad-hoc Connectivity A3.2.2.3.3 Provide Ad Hoc Connectivity 
A3.2.3 Provide Communications 

Support Mechanisms 
A3.2.2.4 Provide Communication 

Support Mechanisms 
A3.2.3.1 Provide QoS Mechanisms A3.2.2.4.1 Provide Quality of Service 

(QoS) Mechanisms 
A3.2.3.2 Provide Security Mechanisms A3.2.2.4.2 Enable Security Mechanisms 
A4 Implement Common Policies 

and Standards 
A1.1 Provide Common Policies 

and Standards 
A4.1 Develop GIG Overarching 

Requirements 
A1.1.1 Develop IE Vision and 

Strategy 
A4.1.1 Develop GIG Interoperability 

Policy 
A1.1.1.1 Define IE Interoperability 

A4.1.2 Develop GIG Common 
Architecture Policy 

A1.1.1.2 Determine Common 
Infrastructure Architecture 
Requirements 

A4.1.3 Develop GIG Audit 
Requirements Policy 

A1.1.1.3 Enable IE Audit 

A4.1.4 Develop GIG Evolution 
Strategy 

A1.1.1.4 Develop IE Evolution 
Strategy 

A4.1.5 Develop and Enforce Joint/ 
Enterprise Level Governance 

A1.2 Implement Joint/Enterprise 
Level Governance of the IE 

A4.1.6 Support Precedence Policies A1.1.1.5 Develop Precedence-Based 
Services Strategy 

A4.1.7 Develop GIG Acquisitions 
Strategy 

A1.1.1.6 Develop IE Acquisition 
Strategy 

A4.1.8 Develop Joint Training Strategy A1.1.1.7 Develop Joint Training 
Strategy 

A4.2 Develop Functional Policy A1.1.2 Develop IE Functional Policy 
A4.2.1 Develop NetOps Policy A1.1.2.1 Develop NetOps Policy 
A4.2.2 Develop NetOps C2 Policy A1.1.2.2 Develop NetOps Command 

and Control (C2) Policy 
A4.2.3 Develop Quality of Service 

(QoS) Policy 
A1.1.2.3 Develop Quality of Service 

(QoS) Policy 
A4.2.4 Develop Quality of Protection 

(QoP) Policy 
A1.1.2.4 Develop Quality of 

Protection (QoP) Policy 
A4.2.5 Develop Communications 

Policy 
A1.1.2.5 Develop Communications 

Policy 
A4.2.6 Develop Joint Spectrum 

Assignment Plan 
A1.1.2.6 Develop Joint Spectrum 

Assignment Plan 
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GIG 2.0 
Activity No. 

GIG 2.0 Activity Name DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

A4.2.7 Develop Information Sharing 
Policy 

A1.1.2.7 Develop Information Sharing 
Policy 

A4.2.8 Develop Configuration 
Management Policy 

A1.1.2.8 Develop Configuration 
Management Policy 

A4.2.9 Develop IA Policy A1.1.2.9 Develop IA Policy 
A4.2.9.1 Develop C&A Policy A1.1.2.9.1 Develop IA Certification & 

Accreditation (C&A) Policy 
A4.2.9.2 Develop IdM & Authentication 

Policy 
A1.1.2.9.2 Develop Identity 

Management and 
Authentication (IdM&A) 
Policy 

A4.2.9.3 Develop Access Control Policy A1.1.2.9.3 Develop Access Control 
Policy 

A4.3 Enforce Common Development 
Standards 

A1.1.3 Establish IE Standards 

A4.3.1 Define and Develop NetOps 
Standards 

A1.1.3.1 Develop NetOps Standards 

A4.3.2 Define and Develop IA 
Standards 

A1.1.3.2 Develop IA Standards 

A4.3.3 Define and Develop 
Communications Standards 

A1.1.3.3 Develop Communications 
Standards 

A4.3.4 Define and Develop Computing 
Infrastructure Standards 

A1.1.3.4 Develop Computing 
Infrastructure Standards 

A4.3.5 Define and Develop Data/ 
Service Standards 

A1.1.3.5 Develop Data/Service 
Standards 

A5 Enforce Unity of Command A4 Control and Operate the IE 
A5.1 Enable Commander’s NetOps 

Intent 
A4.1 Establish Commander's 

Intent for NetOps 
A5.1.1 Develop Commander’s Intent 

for GIG NetOps 
A4.1.1 Develop Commander's Intent 

for NetOps 
A5.1.2 Promulgate Commander’s 

Intent for GIG NetOps 
A4.1.2 Communicate Commander's 

Intent for NetOps 
A5.1.3 Monitor Commander’s Intent 

for GIG NetOps 
A4.1.3 Monitor Accomplishment of 

Commander's Intent for 
NetOps 

A5.2 Enable GIG C2 Through 
NetOps 

A4.2 Exercise Operational Control 
of IE Through NetOps 

A5.2.1 Manage GIG Situational 
Awareness 

A4.2.1 Manage IE Situational 
Awareness 

A5.2.1.1 Produce GIG Situational 
Awareness Data 

A4.2.1.1 Produce IE Situational 
Awareness Information 

A5.2.1.2 Collect GIG Situational 
Awareness Data 

A4.2.1.2 Collect IE Situational 
Awareness Data 

A5.2.1.3 Report on GIG Situational A4.2.1.3 Report IE Situational 
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GIG 2.0 
Activity No. 

GIG 2.0 Activity Name DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

Awareness Awareness 
A5.2.1.4 Respond to GIG Situation A4.2.2 Respond to IE Situation 
A5.2.2 Provide GIG Enterprise 

Management (GEM) 
A4.2.3 Conduct Enterprise 

Management of IE 
A5.2.2.1 Manage GIG Resource 

Allocation 
A4.2.3.1 Allocate IE Resources 

A5.2.2.2 Perform System Administration A4.2.3.2 Perform System 
Administration 

A5.2.2.3 Provide Change Management A4.2.3.3 Provide Change Management 
A5.2.2.4 Provide Configuration Control A4.2.3.4 Provide Configuration 

Control 
A5.2.2.5 Perform Tech Refresh A4.2.3.5 Perform Tech Refresh 
A5.2.2.6 Perform Patch Management A4.2.3.6 Perform Patch Management 
A5.2.2.7 Provide Performance 

Management 
A4.2.3.7 Manage IE Performance 

A5.2.2.8 Provide Joint Spectrum 
Management 

A4.2.3.1.1.5 Allocate Electromagnetic 
Spectrum 

A5.2.2.9 Provide Satellite 
Communications Management 

A4.2.3.1.1.6 Manage Satellite 
Communications (SATCOM) 

A5.2.3 Conduct GIG Network Defense 
(GND) 

A4.2.4 Conduct Network Defense 

A5.2.3.1 Provide Secure Transfer 
Services 

A2.2 Enable Cross Domain 
Security 

A5.2.3.2 Provide Enclave, Network and 
Boundary Protection 

A2.3.1 Protect Network and Enclave 
Boundaries 

A5.2.3.3 Provide Network Resource 
Management Mechanism 
Protection 

A2.3.2 Manage Network Resources 
to Defend IE 

A5.2.3.4 Provide IT Platform Protection A2.3.3 Provide IT Platform 
Protection 

A5.2.3.5 Provide Data Protection A2.3.4 Enable Data Protection 
A5.2.3.6 Provide Security Monitoring, 

Vulnerability Analysis, and 
Threat Identification 

A4.2.4.1 Provide Security Monitoring, 
Vulnerability Analysis, and 
Threat Identification 

A5.2.3.7 Perform Threat/Incident 
Management 

A4.2.4.2 Perform Threat/Incident 
Management 

A5.2.3.8 Provide Critical Infrastructure 
Protection (CIP) 

A4.2.4.3 Provide Critical 
Infrastructure Protection 
(CIP) 

A5.2.4 Conduct GIG Content 
Management 

A4.2.5 Perform Content 
Management 

A5.2.4.1 Prioritize Information 
Resources 

A4.2.5.1 Prioritize Information 
Resources 

A5.2.4.2 Monitor Information Delivery A4.2.5.3 Monitor Information 
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GIG 2.0 
Activity No. 

GIG 2.0 Activity Name DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

Delivery 
A5.3 Manage Operational Risk A2.3.5 Manage IAVA Compliance 
A5.3.1 Oversee Certification and 

Accreditation Program 
A2.4 Manage IE Certification and 

Accreditation (C&A) 
Program 

A5.3.2 Manage IAVA Compliance A2.3.5 Manage IAVA Compliance 
A5.3.3 Issue Task Orders A4.2.4.4 Issue IAVA) Task Orders 
A5.4 Provide Common Training 

Readiness 
A5.3 Maintain IE Proficiency 

A5.4.1 Identify Mission Capability 
Requirements 

A5.3.1 Identify Mission Capability 
Requirements for IE 
Proficiency 

A5.4.2 Develop Common Training 
Plan 

A5.3.2 Develop Common Training 
Plan for IE Proficiency 

A5.4.3 Execute Common Training Plan A5.3.3 Execute Common Training 
Plan for IE Proficiency 

A5.4.4 Assess Training Performance A5.3.4 Assess Training Performance 
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Table F-2 – Alignment of DoD IEA v1.2 Activities with DoD IEA v2.0 Activities 

DoD IEA v1.2 
Activity No. 

DoD IEA v1.2 Activity 
Name 

DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

A1 Provide Data and Services 
Deployment 

A3.1 Provide Information and 
Services from the Edge 

A11 Provide Discovery Services A3.1.1.3.3 Provide Discovery Services 
A111 Provide Data, Service and IT 

Resource Registration 
Services 

A3.1.1.3.3.1 Provide Registration Services 

A112 Provide Data, Service and IT 
Resource Search Services 

A3.1.1.3.3.2 Provide Search Services 

A12 Provide Core Enterprise 
Services 

A3.1.1.3 Provide Core Services 

A121 Provide SOA Foundational 
Services 

A3.1.1.3.1 Provide Service Oriented 
Architecture Foundation 
(SOAF) Services 

A122 Promote Data and Service 
Separation from Applications 

A3.1.1.2 Enable Data and Service 
Separation from Applications 

A13 Provide Collaboration 
Services 

A3.1.1.4 Provide Collaboration 
Services 

A131 Provide Other Collaboration 
Services 

A3.1.1.4.1 Provide Other Collaboration 
Services 

A132 Provide Messaging Service A3.1.1.4.2 Provide Messaging Services 
A133 Provide Awareness Services A3.1.1.4.3 Provide Awareness Services 
A14 Provide Common End-User 

Interfaces 
A3.1.3.2.2 Provide Common End-User 

Interfaces 
A141 Provide Data in a Manner 

That Meets End-User Needs 
A3.1.3.2.2.1 Provide Data to Meet End-

User Needs 
A142 Provide Flexible and Agile 

Services 
A3.1.3.2.2.2 Provide Flexible and Agile 

Services 
A15 Develop Design Patterns for 

Data & Services 
A1.1.3.5 Develop Data/Service 

Standards 
A151 Ensure Services Follow Net-

Centric Services Strategy 
A1.1.3.5.1 Enforce Net-Centric Services 

Strategy as a Standard 
A152 Ensure Data Follows Net 

Centric Data Strategy 
A1.1.3.5.2 Enforce Net-Centric Data 

Strategy as a Standard 
A153 Migrate Technologies to 

Standards 
A1.1.3.5.3 Migrate Technologies to 

Standards 
A16 Foster Development for 

Standard Semantics 
A1.1.3.7 Develop and Enforce 

Common Semantics 
A161 Coordinate Metadata for A1.1.3.6 Develop Metadata Standards 
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DoD IEA v1.2 
Activity No. 

DoD IEA v1.2 Activity 
Name 

DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

Data, Services, and IT 
Resources 

A162 Coordinate Communities of 
Interest (COIs) 

A3.1.3.2.1 Manage Communities of 
Interest (COIs) 

A17 Enable Trust A3.1.3 Enable User Trust and Utility 
of IE 

A171 Manage Integrity A3.1.3.1.2 Manage Integrity 
A172 Manage Pedigree A3.1.3.1.3 Manage Authenticity 
A2 Provide Secured Availability A2 Protect and Secure the IE 
A21 Provide Secure Transfer 

Services (CDS) 
A2.2 Enable Cross Domain 

Security 
A211 Issue and Administer 

Information Discovery 
Initiatives 

A2.2.1 Enable Cross Domain 
Information Discovery 

A212 Issue and Administer 
Information Transfer 
Initiatives 

A2.2.2 Enable Cross Domain 
Information Exchange and 
Service Invocation 

A2121 Oversee CDS Initiatives A2.2.3 Manage CDS Initiatives 
A21211 Manage Data Type 

Definitions 
A2.2.3.1 Participate in Unified Cross 

Domain Management Office 
(UCDMO) 

A21212 Oversee E2E Solution 
Implementation 

A2.2.3.2 Deliver Cross Domain 
Solutions as Enterprise 
Services 

A2122 Oversee DoD Migration 
from P2P to E2E 
Accreditation 

A2.2.4 Implement End-to-End 
Security Accreditation 

A22 Provide Enclave, Network 
and Boundary Protection 

A2.3.1 Protect Network and Enclave 
Boundaries 

A221 Provide Technical Protection 
Standards 

A2.3.1.1 Provide Technical Protection 
Standards 

A222 Provide Protective 
Architectures 

A2.3.1.2 Issue Enclave Protection 
Policy 

A23 Provide Network Resource 
Management Mechanism 
Protection 

A2.3.2 Manage Network Resources 
to Defend IE 

A24 Provide C&A Services A2.4 Manage IE Certification and 
Accreditation (C&A) 
Program 

A241 Govern GIG-wide C&A A2.4.1 Govern Enterprise-wide 
C&A 

A2411 Manage/Provide Automated 
C&A Services 

A2.4.2 Provide Automated C&A 
Services 

A242 Oversee Development of A1.1.2.9.1 Develop IA Certification & 
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DoD IEA v1.2 
Activity No. 

DoD IEA v1.2 Activity 
Name 

DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

Unified C&A Standards and 
Processes 

Accreditation (C&A) Policy 

A2421 Oversee Development of a 
DoD C&A Migration 
Strategy 

A1.1.2.9.1 Develop IA Certification & 
Accreditation (C&A) Policy 

A25 Provide IA Workforce A2.5 Provide IA Workforce 
A251 Oversee Identification of IA 

Positions 
A2.5.1 Identify DoD IA Positions 

A252 Oversee Identification, 
Tracking, and Management 
of IA Personnel 

A2.5.2 Manage IA Personnel 
Lifecycle 

A253 Oversee DoD IA Training 
and Education 

A2.5.3 Oversee DoD IA Training 
and Education 

A254 Promote GIG User 
Awareness 

A2.5.4 Implement IA Orientation 
and Awareness 

A255 Provide IA Tools and 
Services 

A2.5.3 Oversee DoD IA Training 
and Education 

A26 Provide IT Platform 
Protection 

A2.3.3 Provide IT Platform 
Protection 

A261 Manage/Provide Integrated 
Assessment Process 

A2.3.3.1 Assess Vulnerability of 
Potential IT Platforms 

A262 Participate in Developing 
National E/P Acquisition 
Standards 

A2.3.3.2 Support National 
Vulnerability Evaluation and 
Acquisition Requirements 
Development 

A27 Provide Assured Control of 
the GIG 

A2.6 Provide Assured Control of 
IE 

A271 Manage CND & IA Services A2.6.1 Manage Computer Network 
Defense (CND) and IA 
Services 

A272 Provide Configuration and 
Policy Based Management 

A2.6.2 Provide Policy-Based 
Management of IA 
Components of IE 

A2721 Manage Technology and 
Infrastructure 

A2.6.2.1 Manage Technology and 
Infrastructure for IA Policy 
Management 

A2722 Provide Policy Architecture A2.6.2.2 Implement Architecture for 
IA Policy Management 

A2723 Oversee Operational 
Management Process 

A2.6.2.3 Provide Operational 
Management of IA 

A28 Provide Identity, 
Authentication, and Privilege 
Management 

A2.1 Enable Global 
Authentication and Access 
Control 

A281 Develop Adaptive Access A2.1.2.1 Provide Adaptive Access 
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DoD IEA v1.2 
Activity No. 

DoD IEA v1.2 Activity 
Name 

DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

Framework Framework 
A282 Manage IA & PM Policy 

Evolution 
A1.1.2.9.2 Develop Identity 

Management and 
Authentication (IdM&A) 
Policy 

A283 Oversee Identity 
Management Initiatives 

A2.1.1 Provide Identity 
Management and 
Authentication 

A2831 Managing Identity Lifecycles  A2.1.1.1 Manage Identity Lifecycles 
A2832 Manage Credentialing 

Process 
A2.1.1.2.1 Manage Credential 

A284 Oversee Authentication 
Initiatives 

A2.1.1 Provide Identity 
Management and 
Authentication 

A2841 Manage Authentication 
Processes 

A2.1.1.3 Authenticate Entity 

A285 Oversee Privilege 
Management Processes 

A2.1.2.2.2 Manage Access Privileges 

A2851 Manage Subject Attribute 
Model Development 

A2.1.2.1.1 Identify Standard Attributes 

A28511 Manage Privilege Lifecycle 
Development 

A2.1.2.2.2 Manage Access Privileges 

A2852 Manage Attribute Repository A3.1.1.3.2.1.2 Maintain Entity Attributes 
A29 Provide EIMS A2.7 Tag Data Objects with IA 

Metadata 
A291 Oversee IA Crypto Binding 

Tool Initiative 
A2.7.1 Bind IA Metadata Tags to 

Data Objects 
A292 Oversee IA Metadata Tag 

Initiative 
A2.7.2 Develop IA Metadata 

Tagging Standards 
A2(10) Provide Data-in-Transit and 

Data-at-Rest Protection 
A2.3.4 Enable Data Protection 

A2(10)1 Provide Data-at-Rest 
Protection 

A2.3.4.1 Standardize Data-at-Rest 
Protection 

A2(10)2 Oversee Development of an 
Evolution Strategy 

A2.3.4.2 Standardize Data-in-Transit 
Protection 

A2(10)21 Manage IPv6 Migration 
Strategy 

A2.3.4.2.1 Manage Security Strategy for 
Data-in-Transit over IPv6 

A2(10)22 Manage NIPRNet / Internet 
Integration Initiatives 

A2.3.4.2.2 Protect Data-in-Transit 
Between NIPRNet and 
Internet 

A2(10)23 Manage System High-
System Integration Initiatives 

A2.3.4.2.3 Protect Data-in-Transit 
Across System High 
Boundaries 



 
DoD Information Enterprise Architecture Version 2.0 

F-13 
 

DoD IEA v1.2 
Activity No. 

DoD IEA v1.2 Activity 
Name 

DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

A2(10)24 Manage Component 
Architecture Integration 
Initiatives 

A2.3.4.2.4 Integrate Data-in-Transit 
Protection Across  
Architecture Components 

A2(10)25 Manage Coalition Sharing 
Initiatives 

A2.3.4.2.5 Protect Data-in-Transit 
during Coalition Information 
Sharing 

A2(11) Provide for Federation A2.1.3 Provide Federation 
A2(11)1 Manage DoD's Participation 

in Federation 
A2.1.3.1 Manage DoD's Participation 

in Federation 
A2(11)11 Manage Federation Rules A2.1.3.3 Manage Federation Rules 
A2(11)2 Synchronize and Deconflict 

DoD IA Attributes 
A2.1.3.2 Synchronize and Deconflict 

DoD IA Attributes 
A2(12) Manage Mission Assurance 

Processes 
A2.8 Manage Mission Assurance 

A2(12)1 Provide Software Assurance 
Process 

A2.8.1 Evaluate Software Assurance 

A2(12)2 Provide Hardware Assurance 
Process 

A2.8.2 Evaluate Hardware 
Assurance 

A2(12)3 Provide System Assurance 
Process 

A2.8.3 Evaluate System Assurance 

A2(12)4 Provide Supplier Assurance 
Process 

A2.8.4 Evaluate Supplier Assurance 

A2(13) Provide for Globalization A2.9 Manage Globalization Risks 
A3 Provide Computing 

Infrastructure Readiness 
A3.2.1 Provide Computing 

Infrastructure 
A31 Develop and Implement 

Computing Infrastructure 
A3.2.1.1 Implement Joint Computing 

Infrastructure 
A311 Develop / Enforce 

Computing Standards 
A1.1.3.4 Develop Computing 

Infrastructure Standards 
A312 Acquire Computing 

Infrastructure Solution(s) 
A3.2.1.1.1 Acquire Computing 

Infrastructure Solution 
A313 Install Computing 

Infrastructure Solution(s) 
A3.2.1.1.2 Install Computing 

Infrastructure Solution 
A314 Integrate Computing 

Infrastructure Solution(s) 
A3.2.1.1.3 Integrate Computing 

Infrastructure Solution 
A315 Deploy Computing 

Infrastructure Solution(s) 
A3.2.1.1.4 Deploy Computing 

Infrastructure Solution 
A316 Test and Accredit 

Computing Infrastructure 
Solution(s) 

A3.2.1.1.5 Test and Accredit Computing 
Infrastructure Solution 

A32 Provide Computing 
Infrastructure Net-Centric 
Environments 

A3.2.1.2 Establish Computing 
Infrastructure Environment 
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DoD IEA v1.2 
Activity No. 

DoD IEA v1.2 Activity 
Name 

DoD IEA v2.0 
Activity No. 

DoD IEA v2.0 Activity 
Name 

A321 Provide Self Managing CI 
Operations 

A3.2.1.2.1 Provide Self-Managing 
Computing Infrastructure 
Operations 

A3211 Automate Computing 
Infrastructure Operations 

A3.2.1.2.1.1 Automate Computing 
Infrastructure Operations 

A3212 Support Data Fusion A3.2.1.2.1.2 Enable Automated NetOps 
Information Reporting in 
Computing Infrastructure 

A3213 Enable Dynamic GIG 
Processing Utilization 

A3.2.1.2.1.3 Enable Dynamic, Virtual 
Processing in Computing 
Infrastructure 

A322 Provide Hardware 
Environment 

A3.2.1.2.2 Provide Hardware 
Environment 

A323 Provide Storage 
Environment 

A3.2.1.2.3 Provide Storage Environment 

A324 Provide Software 
Environment 

A3.2.1.2.4 Provide System Software 
Environment 

A325 Provide High Productivity 
Computing Infrastructure 
Environment 

A3.2.1.2.5 Provide High Productivity 
Computing Environment 

A326 Provide Autonomous 
Environment 

A3.2.1.2.1.4 Provide Autonomous CI 
Environment 

A327 Provide Grid Computing 
Infrastructure Environment 

A3.2.1.2.6 Provide Grid Computing 
Environment 

A328 Provide Computing 
Infrastructure Services 

A3.2.1.2.7 Provide Computing 
Infrastructure Services 

A3281 Provide Shared Computing A3.2.1.2.7.1 Provide Shared Computing 
A3282 Provide Computing 

Infrastructure Storage 
Services 

A3.2.1.2.7.2 Provide Computing 
Infrastructure Storage 
Services 

 
A3283 Provide Operating System 

(OS) Services 
A3.2.1.2.7.3 Provide Operating System 

(OS) Services 
A32831 Provide Runtime Services A3.2.1.2.7.4 Provide Runtime Services 
A3284 Provide Operation Oversight 

Services 
A3.2.1.2.7.5 Provide Operation Oversight 

Services 
A3285 Assess Computing 

Infrastructure Related User 
Needs 

A3.2.1.2.7.6 Assess Computing 
Infrastructure Requirements 
and Performance 

A329 Provide Application 
Migration Support 

A3.2.1.2.7.7 Provide Application 
Migration Support 

A32(10) Perform Computing 
Infrastructure IA Support 

A3.2.1.2.9 Provide IA for Computing 
Infrastructure 




