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Agenda

• Defense Federal Acquisition Regulation Supplement (DFARS) 
252.204-7012: Overview of Cloud Service Requirements

• Federal Risk and Authorization Management Program 
(FedRAMP) Authorization Process Overview

• FedRAMP Equivalency Requirements for the Department of 
Defense (DoD)

• Recommendations for Cloud Service Providers (CSPs)

• Q&A
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DFARS 252.204-7012 Cloud Service Requirements 
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Adequate Security: “The Contractor shall provide 
adequate security on all covered contractor 

information systems.”

Contractors that use external cloud service providers that store, process, or transmit any covered 

defense information shall require and ensure that the cloud service provider meets security 

requirements equivalent to those established by the Government for the FedRAMP Moderate 

baseline.
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FedRAMP Overview

The Federal Risk and Authorization Management Program (FedRAMP) 

is a government-wide program that provides a standardized, reusable 

approach to security assessment, authorization and continuous monitoring 

for cloud products and services
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Authorization Path AuthorizationPreparation Continuous Monitoring

https://www.fedramp.gov/agency-authorization/#agency-full-security-assessment
https://www.fedramp.gov/agency-authorization/#agency-authorization-process


FedRAMP Transition 

• In 2022, Congress passed the FedRAMP Authorization
Act, which replaced the Joint Authorization Board (JAB) with a
FedRAMP Board to oversee the overall health and performance
of FedRAMP and work within the Federal community to expand
the authorization capacity of the FedRAMP ecosystem

• The Act also required the Office of Management and Budget
(OMB) to issue guidance (M-24-15) to accelerate the adoption of
secure cloud products and services across the Federal
government

• Together, these actions began a series of shifts that altered the
way FedRAMP operates as a program
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https://www.congress.gov/117/bills/hr7776/BILLS-117hr7776enr.pdf#page=1055
https://www.congress.gov/117/bills/hr7776/BILLS-117hr7776enr.pdf#page=1055
https://www.whitehouse.gov/wp-content/uploads/2024/07/M-24-15-Modernizing-the-Federal-Risk-and-Authorization-Management-Program.pdf


FedRAMP Transition (Cont.)

• Historically, the JAB consisted of the Chief Information Officers of the DoD, 

the Department of Homeland Security

(DHS), and the General Services Administration (GSA), along with their 
technical representatives, and approved cloud service offerings for 
FedRAMP authorization and monitored the security of offerings it 
authorized

• Today, the JAB is no longer monitoring cloud services as a unified entity or 
authorizing new cloud services. FedRAMP is providing the coordination for 
both the systems previously prioritized for potential JAB Authorization and 
the previously Authorized JAB Systems
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FedRAMP Way Ahead 

• Two-phased approach to transition oversight of formerly JAB Authorized

systems to the DoD, DHS, GSA, FedRAMP, or other agency customers

• Phase I: (Complete)

• Transition began in late October 2024 and ran through December 2024

• Assigned new designated lead from either one of the former JAB agencies or

FedRAMP, which aligns with the agency currently using the system

• 30-day transition period for each system
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Once a system transitions, the former P-ATO letters will terminate.



FedRAMP Way Ahead (Cont.)

• Phase II: (In progress)

• Designated lead agencies to set up multi-agency continuous monitoring with support

from the FedRAMP Program Management Office (PMO)

• For systems transitioned to DoD, DHS, and GSA, the newly designated lead agency will

be the primary on continuous monitoring activities going forward

• FedRAMP will validate collaborative continuous monitoring, ensuring agency visibility into

the security posture of the system

• For systems that were initially transitioned to FedRAMP, the FedRAMP PMO will

contact agency customers to identify a new designated lead
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FedRAMP Moderate Equivalency

• Derives from DFARS clause 252.204-7012

“Safeguarding Covered Defense Information and Cyber

Incident Reporting"

• Provides flexibility via an additional pathway for DoD

contractors to use Cloud Service Offerings

(CSOs) to process, store, and transmit covered defense

information (CDI) in support of contract mission

• Does not confer FedRAMP Moderate Authorization for

CSOs that meet the criteria for equivalency
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FedRAMP Moderate Equivalency ≠ FedRAMP  Moderate Authorization

https://dodcio.defense.gov/Portals/0/Documents/Library/FEDRAMP-EquivalencyCloudServiceProviders.pdf



FedRAMP Moderate Equivalency Memo Purpose 

Provides guidance and clarification for 

contractors to pursue FedRAMP Moderate 

Equivalency for CSOs that do not have an 

Authority to Operate (ATO), so that contractors 

can use the CSOs to store, process, or transmit 

CDI
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Roles and Responsibilities
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DIB Contractor

3PAO

DIBCAC

C3PAO



Roles and Responsibilities
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DIB Contractor

3PAO

DIBCAC

C3PAO

• Ensures the CSO meets security requirements equivalent to FedRAMP
Moderate baseline and complies with DFARS 252.204-7012 requirements

• Validates the Body of Evidence (BoE) provided by a Third Party Assessment
Organization (3PAO) meets Moderate Equivalent standards

• If using a FedRAMP Moderate Equivalent CSO, provides a Customer
Responsibility Matrix (CRM) to DIBCAC and C3PAO assessors to aid
assessments

• Acts as an approver for the use of the CSO by their organization and confirms
that CSP has an Incident Response Plan (IRP)

• Ensures CSP follows the IRP and can notify contractor

• Responsible for reporting in the event of a CSO compromise

• Reports incidents IAW applicable contract terms and conditions
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Roles and Responsibilities
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DIB Contractor

3PAO

DIBCAC

C3PAO

Assesses CSO and provides FedRAMP Moderate Equivalency 

package to a contractor as a BoE, which includes:

1. System Security Plan (SSP)

• Information System Security Policy and

Procedures

• Information System Contingency Plan

(ISCP)

• Incident Response Plan (IRP)

• Configuration Management Plan (CMP)

• Federal Information Procession

Standards (FIPS 199)

2. Security Assessment Plan (SAP)

• Security Test Case Procedures

• Penetration Testing Plan and

Methodology conducted annually and

validated
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Roles and Responsibilities
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DIB Contractor

3PAO

DIBCAC

C3PAO

Assesses CSO and provides FedRAMP Moderate Equivalency 

package to a contractor as a BoE, which includes:

3. Security Assessment Report

(SAR)

• Risk Exposure Table

• Security Test Case Procedures

• Infrastructure Scan Results conducted

monthly and validated annually

• Web Scan Results conducted monthly

and validated annually

• Penetration Test Reports

4. Plan Of Action and Milestones

(POA&M)

• Continuous Monitoring Strategy

• Continuous Monitoring monthly

summary, validated annually
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Roles and Responsibilities
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DIB Contractor

3PAO

DIBCAC

C3PAO

• Defense Contract Management Agency’s (DCMA) Defense Industrial Base

Cybersecurity Assessment Center (DIBCAC) reviews the CSP’s BoE

asserting to FedRAMP Moderate Equivalency

• Validates compliance with DFARS clauses 252.204-7012 and 252.204-7020

• Implements contractor-required controls

https://www.dcma.mil/DIBCAC/
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Roles and Responsibilities
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DIB Contractor

3PAO

DIBCAC

C3PAO

• For Cybersecurity Maturity Model Certification (CMMC) assessments, a

CMMC 3rd Party Assessment Organization (C3PAO) reviews the

CSP’s BoE asserting to FedRAMP Moderate Equivalency

• Validates compliance with DFARS clauses 252.204-7012 and 252.204-7020

• Implements contractor-required controls
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FedRAMP Moderate Equivalency POA&Ms

• CSOs must achieve 100% compliance with the latest FedRAMP
Moderate Baseline at the conclusion of assessment conducted by
a FedRAMP-recognized 3PAO

• Continuing Operational Plans of Action and Milestones (POA&Ms) after assessment
and during CSO operation are expected and acceptable

• Complete risk avoidance is required, as there is no government sponsor and
therefore no Authorizing Official who can officially accept risk on behalf of the CSO in
this situation

17

UNCLASSIFIED

UNCLASSIFIED

P
O

A
&

M

Authorized

Equivalent

• POA&Ms Allowed

• Must have Remediation Plan

• Must have Scheduled Completion Date

• All high and critical risk findings must be remediated prior to receiving a FedRAMP

Authorization

• Must be remediated within 30/90/180 days based on criticality of POA&M item

https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fwww.fedramp.gov%2Fassets%2Fresources%2Fdocuments%2FFedRAMP_Security_Controls_Baseline.xlsx&wdOrigin=BROWSELINK
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fwww.fedramp.gov%2Fassets%2Fresources%2Fdocuments%2FFedRAMP_Security_Controls_Baseline.xlsx&wdOrigin=BROWSELINK


Recommendations for CSPs 

1. Engage a FedRAMP-

recognized 3PAO

early

2. Conduct a Readiness

Assessment before

formal testing

3. Maintain strong

internal governance

for security

documentation and

incident reporting
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Points of Contact 

Cybersecurity Maturity Model Certification Program Management Office

For inquiries regarding equivalency in the CMMC ecosystem

osd.pentagon.dod-cio.mbx.cmmc-inquiries@mail.mil

Risk Management Framework Technical Advisory Group 

osd.pentagon.dod-cio.mbx.rmf-tag-secretariat@mail.mil
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Questions?


	Slide 1: FedRAMP Authorization and Equivalency
	Slide 2: Agenda
	Slide 3: DFARS 252.204-7012 Cloud Service Requirements 
	Slide 4: FedRAMP Overview
	Slide 5: FedRAMP Transition 
	Slide 6: FedRAMP Transition (Cont.)
	Slide 7: FedRAMP Way Ahead 
	Slide 8: FedRAMP Way Ahead (Cont.)
	Slide 9: FedRAMP Moderate Equivalency
	Slide 10: FedRAMP Moderate Equivalency Memo Purpose 
	Slide 11: Roles and Responsibilities
	Slide 12: Roles and Responsibilities 
	Slide 13: Roles and Responsibilities
	Slide 14: Roles and Responsibilities
	Slide 15: Roles and Responsibilities
	Slide 16: Roles and Responsibilities
	Slide 17: FedRAMP Moderate Equivalency POA&Ms
	Slide 18: Recommendations for CSPs 
	Slide 19: Points of Contact 
	Slide 20




Accessibility Report





		Filename: 

		(U)20250203 - FedRAMP Authorization and Equivalency - dopsr v2.pdf









		Report created by: 

		



		Organization: 

		DoD CIO







 [Personal and organization information from the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



