Glossary

Accessible: Data and services can be accessed via the GIG by users and applications in
the Enterprise. Data and services are made available to any user of application except
where limited by law, policy, security classification, or operational necessity.

Authentication: Security measure designed to establish the validity of a transmission,
message, or originator, or a means of verifying an individual's authorization to receive
specific categories of information.

Authorization: Permission granted by properly constituted authority to perform or
execute a lawful governmental function.

Authorized User: Any appropriately cleared individual with a requirement to access a
DoD information system in order to perform or assist in a lawful and authorized
governmental function.

Availability: Timely, reliable access to data and information services for authorized
users.

Bandwidth: The amount of information or data that can be sent over a network
connection in a given period of time. It is usually measured in bits per second, kilobits
per second, or megabits per second.

Common Core: A set of concepts that have broad applicability across two or more
Communities of Interest, but are not universal.

Communications Readiness (CR): Ensures that an evolvable transport infrastructure is
in place that provides adequate bandwidth and access to GIG capabilities. The transport
functions must provide an end-to-end, seamless net-centric communications capability
across all GIG assets. A Defense Information Enterprise Architecture priority.

Community of Interest (COI): Collaborative groups of users who must exchange
information in pursuit of their shared goals, interests, missions, or business processes and
who therefore must have a shared vocabulary for the information they exchange.

Component: See DoD Component.

Computer Network Defense (CND): Describes the actions taken, within the
Department of Defense (DoD), to protect, monitor, analyze, detect, and respond to
unauthorized activity within DoD information systems and computer networks. CND
protection activity employs information assurance principals and includes deliberate
actions taken to modify an assurance configuration or condition in response to a CND
alert or threat information.



Computing Infrastructure Readiness (CIR): Provides the necessary computing
infrastructure and related services to allow the DoD to operate according to net-centric
principles. It ensures that adequate processing, storage, and related infrastructure services
are in place to dynamically respond to computing needs and to balance loads across the
infrastructure. A Defense Information Enterprise Architecture priority.

Confidentiality: Assurance that information is not disclosed to unauthorized entities or
processes.

Content Management: The functional capabilities and operational processes necessary
to monitor, manage, and facilitate the visibility and accessibility of information within
and across the GIG.

Core Enterprise Services: That small set of services, whose use is mandated by the
CIO, to provide awareness of, access to, and delivery of information on the GIG.

Cyberspace Operations: Military operations conducted within the cyberspace domain
whose primary objective is to ensure the availability, control, and superiority of the
battlespace. Effective cyberspace operations enable military operations in other
warfighting domains.

Data and Services Deployment (DSD): Decouples data and services from the
applications and systems that provide them, allowing them to be visible, accessible,
understandable and trusted. DSD guides the building and delivery of data and services
that meet defined needs but are also able to adapt to the needs of unanticipated users.
DSD lays the foundation for moving the DoD to a Service-Oriented Architecture (SOA).
A Defense Information Enterprise Architecture priority.

Defense Information Enterprise: The Department of Defense information resources,
assets, and processes required to achieve an information advantage and share information
across the Department and with mission partners. It includes: (a) the information itself,
and the Department’s management over the information life cycle; (b) the processes,
including risk management, associated with managing information to accomplish the
DoD mission and functions; (c) activities related to designing, building, populating,
acquiring, managing, operating, protecting and defending the information enterprise; and
(d) related information resources such as personnel, funds, equipment, and information
technology, including national security systems.

Demarcation: Delineation of domain or ownership area; demarcation of the transport
infrastructure occurs at the users interface (i.e., Network Interface Card at the rear of the
computer, antenna output jack or connection at the rear of the transmitter/receiver). It is
not specific to the type of computer or system within a net-centric environment.

Discovery: The process by which users and applications can find data and services on the
GIG, such as through catalogs, registries, and other search services.



DoD Component: One of the following offices that compose the Department of Defense
according to DoDD 5100.1:

The Office of the Secretary of Defense

The Military Departments

The Office of the Chairman of the Joint Chiefs of Staff

The Combatant Commands

The Office of the DoD IG

The Defense Agencies

The DoD Field Activities
Such other offices, agencies, activities, and commands established or designated by law,
the President, or the Secretary of Defense.

End-to-End: An environment in which all activities associated with the flow and
transformation of information encompass the source of the information (i.e., the
producer) to the recipients (i.e., the consumers, or end-users).

Enterprise Management: The functional capabilities and operational processes
necessary to monitor, manage, and control the availability, allocation, and performance
within and across the GIG. Enterprise Management includes Enterprise Services
Management, Applications Management, Computing Infrastructure Management,
Network Management, Satellite Communications Management, and Electromagnetic
Spectrum Management.

Federated Architecture: An approach for enterprise architecture development that is
composed of a set of coherent but distinct entity architectures—the architectures of
separate members of the federation. The members of the federation participate to produce
an interoperable, effectively integrated enterprise architecture. The federation sets the
overarching rules of the federated architecture, defining the policies, practices and
legislation to be followed, as well as the interfederate procedures and processes, data
interchanges, and interface standards, to be observed by all members. Each federation
member conforms to the enterprise view and overarching rules of the federation in
developing its architecture. Internal to themselves, each focuses on their separate mission
and the architecture that supports that mission.

Global Information Grid (GIG): The globally interconnected, end-to-end set of
information capabilities, associated processes, and personnel for collecting, processing,
storing, disseminating, and managing information on demand to warfighters, policy
makers, and support personnel.

Information Assurance: Measures that protect and defend information and information
systems by ensuring their availability, integrity, authentication, confidentiality, and non-
repudiation.



Information Management: The discipline that analyzes information as an
organizational resource. It covers the definitions, uses, value and distribution of all data
and information within an organization whether processed by computer or not. It
evaluates the kinds of data/information an organization requires in order to function and
progress effectively.

Infrastructure: A set of interconnected structural elements that provide the framework
supporting an entire structure.

Integrity: Quality of an information system reflecting the logical correctness and
reliability of the operating system; the logical completeness of the hardware and software
implementing the protection mechanisms; and the consistency of the data structures and
occurrence of the stored data. Note that, in a formal security mode, integrity is interpreted
more narrowly to mean protection against unauthorized modification or destruction of
information.

Interoperability: Ability of elements within an information system to communicate with
each other and exchange information. Interoperability non-exclusively references data
formats, signal levels, physical interface characteristics, logical or relational alignments,
and transmission methods or media types.

Inter-organizational Federation: Managed cooperation between nominally co-equal
entities (e.g., cooperation between DOD and coalition MoDs, between DoD and DHS,
etc.).

Investment Management: Investment management is a process for linking I'T
investment decisions to an organization’s strategic objectives and business plans.
Generally, it includes structures (including decision-making bodies known as IRBs),
processes for developing information on investments (such as costs and benefits), and
practices to inform management decisions (such as investment alignment with an
enterprise architecture). The federal approach to IT investment management is based on
establishing systematic processes for selecting, controlling, and evaluating investments.

Manage: Discrete processes that the DoD CIO actively and directly manages.

Net-centric Vision: To function as one unified DoD Enterprise, creating an information
advantage for our people and mission partners by providing: (1) A rich information
sharing environment in which data and services are visible, accessible, understandable,
and trusted across the enterprise, and (2) An available and protected network
infrastructure (the GIG) that enables responsive information-centric operations using
dynamic and interoperable communications and computing capabilities

NetOps: The Department-wide construct used to operate and defend the GIG to enable
information superiority.



NetOps Agility (NOA): Enables the continuous ability to easily access, manipulate,
manage and share any information, from any location at any time. NetOps Agility sets
policies and priorities necessary to operate and defend the GIG. It establishes common
processes and standards that govern operations, management, monitoring and response of
the GIG. A Defense Information Enterprise Architecture priority.

NetOps Architecture: A framework or structure that defines the mission, the
information and technologies required to perform the mission, and the transitional
processes for implementing new technologies in response to changing mission needs.

Network Defense: Network Defense describes the functional capabilities and operational
processes necessary to protect and defend the GIG to include CND with associated
Response Actions and Critical Information Protection.

Non-repudiation: Assurance the sender of data is provided with proof of delivery and
the recipient is provided with proof of the sender's identity, so neither can later deny
having processed the data.

Oversee: Activities performed by the DoD CIO to monitor and influence the outcomes of
DoD CIO-relevant policy decisions, programs, and initiatives.

Seamless: Seamless transport of data implies that the user is unaware of the path, speed,
capacity or method of transmission for the various datasets used to perform specified
tasking or mission elements.

Secured Availability (SA): Ensures data and services are secured and trusted across
DoD. Security is provided, but security issues do not hinder access to information. When
users discover data and services, they are able to access them based on their
authorization. Permissions and authorizations follow users wherever they are on the
network. A Defense Information Enterprise Architecture priority.

Service: A mechanism to enable access to one or more capabilities, where the access is
provided using a prescribed interface and is exercised consistent with constraints and
policies as specified by the service description.

Service Oriented Architecture (SOA): An evolution of distributed computing and
modular programming. SOAs build applications out of software services. Services are
relatively large, intrinsically unassociated units of functionality, which have no calls to
each other embedded in them. Instead of services embedding calls to each other in their
source code, protocols are defined which describe how one or more services can talk to
each other. This architecture then relies on a business process expert to link and sequence
services, in a process known as orchestration, to meet a new or existing business system
requirement.



Situational Awareness of the Global Information Grid (GIG): The ability to acquire
and share information across and external to the GIG in a manner that enables GIG users,
GIG operators, and GIG commanders to attain timely and accurate, shared understanding
of the health and mission readiness of the GIG in order to proactively support current,
planned and potential future operations.

Support or Provide: Refers to the DIEA-relevant products and services that are paid for,
sponsored, or provided by the DoD CIO.

Tiered Accountability: Aligns responsibility and accountability for decision making and
execution across the tiers of the Department—DoD Enterprise, Component, and Program.

Transport: The collection of interconnected pathways within a network infrastructure
that allow information to traverse from system to system or system to user. It is also the
movement of information and/or knowledge among consumers, producers, and
intermediate entities.

Trusted: Users and applications can determine and assess the suitability of the source
because the pedigree, security level, and access control level of each data asset or service
is known and available.

Understandable: Users and applications can comprehend the data, both structurally and
semantically, and readily determine how the data may be used for their specific needs.

Universal Core: The small set of concepts which are universally understandable and thus
can be defined across the enterprise.

Visible: The property of being discoverable. All data assets (intelligence, non-
intelligence, raw, and processed) are advertised or “made visible” by providing metadata,
which describes the asset.



C2

CI

CIO

CIR
COCOM
COl
CPM

CR

CSpP

CT
DDMS
DECC
DIEA
DISA
DISN
DoD
DoDD
DOTMLPF

DSD
FEA
GCN
GIG
IA
IC
IM
IP
IPv6
IRB
IT
NCES

Acronyms

Command and Control

Computing Infrastructure

Chief Information Officer

Computing Infrastructure Readiness
Combatant Command

Community of Interest

Capability Portfolio Manager
Communications Readiness
Computing Service Provider

Cipher Text

DoD Discovery Metadata Specification
Defense Enterprise Computing Center
Defense Information Enterprise Architecture
Defense Information Systems Agency
Defense Information Systems Network
Department of Defense

DoD Directive

Doctrine, Organization, Training, Materiel, Leadership and
Education, Personnel and Facilities

Data and Services Deployment
Federal Enterprise Architecture
GIG Computing Node

Global Information Grid
Information Assurance
Intelligence Community
Information Management
Internet Protocol

Internet Protocol version 6
Investment Review Board
Information Technology

Net-Centric Core Enterprise Services



NCOW RM
NGO
NOA
OHIO
PEO
PKI

PM

SA

SLA

SM
SNMPv3
SOA
TTP

Net-Centric Operations and Warfare Reference Model

Non-Governmental Organization
NetOps Agility

Only Handle Information Once
Program Executive Officer
Public Key Infrastructure
Program Manager

Secured Availability

Service Level Agreement
Spectrum Management

Simple Network Management Protocol version 3
Service-Oriented Architecture

Techniques, Tactics, and Procedures




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


