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FOREWORD

1 PURPOSE

This document describes the Net-Centric Enterprise Information Assurance (IA) Strategy for the Department of Defense (DoD), including DoD intelligence agencies and functions.  The Net-Centric Enterprise IA Strategy is intended for the Warfighter, Business, Intelligence and Enterprise Information Environment (EIE) Mission Areas.

The DoD IA Strategic Plan defines an enterprise-wide strategic direction for assuring information and guides planners, programmers, strategists and organizational leaders.  As part of the roadmap for DoD in assuring its information, the DoD IA Strategic Plan calls out the development of an IA strategy.  The Net-Centric Enterprise IA Strategy is the net-centric portion of the IA strategy and focuses specifically on amplifying the goals and approaches for transforming to the information assurance essential to safeguarding a net-centric information environment.  The Net-Centric Enterprise IA Strategy serves as an annex to the DoD IA Strategic Plan and is one of a set of net-centric strategies (e.g., Net-Centric Data Strategy) commissioned by ASD(NII) to support the development of the Net-Centric Operations and Warfare Reference Model (NCOW RM).

The Net-Centric Enterprise IA Strategy is a driver for the IA Component of the GIG Integrated Architecture. The strategy forms the basis for the IA operational activities integrated into the NCOW RM and the IA aspects of Net-Centric Checklist which is used to assist program managers/capability developers in understanding and assessing their programs’ ability to support the IA capabilities of the net-centric environment (NCE).

1.1 Intended Audience

The primary audience for this strategy is the leadership and decision makers at all levels of DoD organizations, including policy makers and the Combatant Commands, Services, and Agencies (C/S/A) that will be providing and consuming Global Information Grid (GIG) enterprise services.

1.2 Why Information Assurance is Critical to Net-Centricity

The DoD is committed to a net-centric environment (NCE) as the operational construct to achieve information superiority and enable Net-Centric Warfare (NCW).  NCW is a set of war-fighting concepts and capabilities that provide for worldwide access to information and services—any time, any place—allowing the warfighter to take full advantage of all available information and bring all available assets to bear on the mission in a rapid and flexible manner.  To achieve these strategic goals, the DoD is developing an assured global information technology (IT) enterprise known as the GIG.  The NCE is supported and enabled by the GIG through its globally interconnected, end-to-end set of information capabilities, associated processes, and personnel for collecting, processing, storing, disseminating and managing information on demand to warfighters, policy makers, and support personnel.  The GIG is evolving from a series of loosely connected, independent, autonomous systems into a seamless integrated information environment that provides access to warfighting, intelligence, and business-related processes and information in ways that are assured, available, and securely managed.  Everything the DoD does—e.g., operations, intelligence, logistics, plans and orders, sensing and targeting—will ultimately depend on and move through the GIG.  Because of this dependency, the GIG will be a high priority target and will be constantly threatened from a variety of adversaries to include nation states, terrorist and criminal organizations, insiders and common hackers.  Their motivations will range from attacking the enterprise in order to destroy or damage U.S. operational capabilities to exploitation of the enterprise in order to obtain sensitive information.  The threat imposed by these adversaries will constantly evolve, thereby requiring a continuous reassessment of the adversarial threat and our defensive measures to ensure that the GIG’s information, systems and infrastructure remain sufficiently protected from the full spectrum of threats.

Net-centricity is critical to the transformation of the Department’s data-centric operations and warfare, and a secured GIG is a critical enabler of this transformation.  Net-centricity breaks down barriers to information sharing, collaboration and mission synchronization.  The user community must be able to trust the integrity and availability of the GIG information and the services provided by the NCE. Failure to incorporate sufficient IA protection within GIG operations and systems has the potential to adversely impact every information-based decision obtained from the GIG and jeopardize the Nation’s security.  Protection of the NCE is critical to successfully maintaining our information superiority, making IA one of the key underpinnings to the Department’s net-centric transformation. As such, the role of IA is to enable the ability to broadly discover and share information throughout the U.S. Government and with its international partners while providing the users of the net-centric environment with trust and confidence that the integrity of the information is maintained, information systems and weapons systems will be there when needed, information systems and weapons systems remain under our control, and adversaries are not able to compromise our decision space.  In this context, information assurance is both an enabler of new and enhanced net-centric capabilities and the set of capabilities that counter the increased threats brought about by the greater interconnectivity and interdependency of systems within the net-centric environment.
1.3 Why Information Assurance Must Transform

As the DoD community drives toward the NCE, significant changes will be required in how the DoD manages, communicates, processes, and protects its information and information systems.  Historically, IA models have focused predominantly on protecting the perimeters of autonomous system-high environments with link encryption and boundary protection devices such as firewalls and guards and using physical and procedural mechanisms to control access to those protected environments.  Under this model, an adversary who is capable of gaining access within the protected perimeter generally has full access to all information within the environment with few mechanisms to detect or limit their activities.  The perimeter protection IA model that is in wide de facto use does not have the flexibility to support the highly dynamic, interdependent, and interconnected nature of the net-centric environment.  In support of the shift to a net-centric environment, IA must transform from a system perimeter “bolt-on,” which often limits functionality, to an integrated, embedded component and critical enabler of a system.  This transformation to an end-to-end transaction based enterprise IA protection embeds security across the fabric of the enterprise down to and including the information element without compromising mission success.  Supporting this transformation, information exchanged as part of a transaction is labeled and protected to a level appropriate for the information being exchanged.  That is, dynamic mechanisms are used to determine whether or not information should be shared and under what conditions.

2 DOD NET-CENTRIC ENTERPRISE INFORMATION ASSURANCE VISION

The DoD Net-Centric Enterprise IA vision is to dynamically protect information and systems necessary to enable information sharing and collaboration within the net-centric environment that interconnects users and systems with varying levels of trust and IA capabilities.  Supporting information sharing and collaboration in a variable trust environment will require transactional information protection and enhanced access control.  Net-centric enterprise IA must be agile and adaptable when responding to cyber attacks.  The increased cyber and insider threat requires the ability to monitor, track, search for and respond to attacks by adversaries within the net-centric environment.  To manage IA effectively within the NCE, a security management infrastructure needs to be integrated with the overall management and operation of the environment and deployed to provide net-centric IA services.  Maintaining integrity and trust of net-centric systems requires robust IA functionality to be incorporated within IT components and to be distributed in a defense-in-depth construct across the net-centric environment. 

2.1 Key Elements of the Vision

2.1.1 Transactional Information Protection 

Granular end-to-end security controls enabling protected information exchanges within the variable trust net-centric environment

Historically, the authority for a system-high environment defines the set of IA requirements for protecting the information residing in that environment.  These IA requirements are usually determined based on the protection requirements for the highest level of information processed in that environment (e.g., high water mark standards).  Within a system-high environment, a mix of controlled interfaces (e.g., cross domain solutions) and procedural controls are used to allow movement of information to and from other system-high environments.  These controlled interfaces and procedural controls do not provide the flexibility to support seamless real-time information exchange and collaboration across security levels.

As the GIG moves forward into a highly dynamic and interconnected net-centric environment, the ability to collaborate seamlessly and share information both within the net-centric environment and across the collection of federated U.S., Allied, coalition, and industry partner environments, is required.  Supporting collaboration and information sharing within and across these environments where the users have varying levels of trust and their systems have varying levels of IA capabilities and trust cannot rely on a static, high water mark approach.  Instead, a more dynamic transactional approach to IA is needed that determines whether a given information exchange (i.e., transaction) should occur based on factors, such as the sensitivity (e.g., classification, perishability, releasability) of the information being exchanged, the mission’s criticality (e.g., priority), and the ability of the systems supporting the transaction to sufficiently protect the information or service.

The new, transactional IA approach requires information to be protected end-to-end throughout its life cycle (i.e., during processing, storage, and transit) and requires an enhancement of the traditional information access control mechanisms.  The combination of end-to-end information protection and enhanced access control mechanisms ensures that information will only be shared when authorized and when the information can be sufficiently protected within the systems supporting the information exchange.  This allows information to be broadly posted, discovered, and securely shared throughout the variable trust net-centric environment.  Since the information exchanges are independently protected in an end-to-end fashion, a transactional approach reduces the need for the physically separate system-high environments employed across the community today.  Additionally, the end-to-end protections associated with the transactional approach greatly reduce the adversarial threats by establishing internal barriers to prevent an adversary who has gained a limited level of access from accessing all information within the environment.

The variable levels of trust throughout the net-centric environment require that the current access control model, which focuses exclusively on whether or not a user has sufficient privilege to access the information (i.e., clearance level and need-to-know), be expanded to take into account:

· Trust level of users and devices requesting access to information and services within the net-centric environment.  Each user is assigned a set of privileges based on their trust level and operational role within the net-centric environment (e.g., clearance, operational role, community of interest membership, citizenship).  These privileges must be verifiable for a given transaction, and must be able to be changed over time as the user’s trust level or operational role changes.

· Access control and protection requirements for information and services residing within the net-centric environment.  Each information object has an authority (e.g., the data owner, creator, or designated release authority) responsible for determining the access requirements and level of protection required for that object.  The authority uses factors such as the information’s classification, perishability, and releasability in determining the access and information protection requirements.  Authorities will continue to utilize procedures and policy (e.g., classification guide) in determining the access and protection requirements of the information.  These access requirements and the required level of end-to-end protection are specified within the information object’s metadata.

· Physical environment into which the information is being released.  Examples of this include a physically protected office environment [e.g., Special Compartmented Information Facility (SCIF)], a wireless mobile environment (e.g., “BlackBerry”), or coalition sovereign environment.

· Ability of transport systems (e.g., DISN, Internet, foreign carrier) and the robustness of IA functionality within the users’ workstations participating in the information transaction to protect sufficiently the information throughout its life cycle.

· User mission needs.  For example, correlating a tactical user’s location on the battlefield to coordinates of an Unmanned Aerial Vehicles (UAVs) video feed to evaluate mission need.

Automated mechanisms will use these criteria to allow information to be shared (“released”) during a given transaction only when the user has a sufficient level of trust (i.e., privileges) and when the information systems involved in the transaction can provide sufficient end-to-end protection for the information.

2.1.2 Digital Policy-Enabled Enterprise

Dynamic response to changing mission needs, attacks, and system degradations through highly automated and coordinated distribution and enforcement of digital policies

The net-centric environment will be a high priority target constantly under attack by adversaries with a wide range of skill levels and motivations, and the impact of system outages, degradations, cyber attacks, and contention for limited resources within dynamic tactical environments is expected to expand significantly.  Increased interdependence and interconnection of systems will affect our ability to contain these impacts and increase the attack avenues available to our adversaries.  A digital policy-enabled enterprise allows dynamic, highly automated, coordinated establishment and enforcement of information access, communities of interest, mission priorities, resource allocations (including bandwidth and connectivity), and responses to cyber attack.  This dynamic response capability enables resources to be adjusted to ensure that the highest priority missions continue to receive resources needed for mission success while limiting attack paths into the net-centric environment.  This will slow the spread of attacks to neighboring systems and block avenues that could be used to exfiltrate information from the NCE.

Key elements of dynamic response are:

· Real-time IA situational awareness to assess the health and readiness of the environment to support ongoing and future operations

· Ability to coordinate and de-conflict digital policy at the local, regional, and enterprise levels to ensure that policy updates do not impact mission operations in unintended ways

· Ability to distribute and enforce the digital policy consistently across the collection of interdependent information systems and net-centric services.

Network Operations (NetOps) will perform a vital role in the coordination and de-confliction of the dynamic response policy updates.

Defense Against an Adversary From Within

Persistently monitor, track, search for, and respond to insider activity and misuse within the enterprise

Because it is a high priority target, the net-centric environment will be constantly threatened from a variety of adversaries, including sophisticated nation states.  Defending against an increased cyber and insider threat brought about by broader sharing of information and greater interconnectivity of systems requires enhanced monitoring, misuse detection, and network defense capabilities to prevent sophisticated adversaries from gaining insider access within the enterprise.   

To protect the net-centric environment against these increased threats, the net-centric environment must: 

· Include approaches to limit the ability of an attacker to gain situational awareness and understanding of the environment’s internal configuration (including the configuration of protection mechanisms within the environment) necessary for them to identify avenues of attack

· Include mechanisms to limit the ability of an attacker to alter an environment’s system configuration to enable access; or, in the case where an attacker has been provided some level of legitimate access (e.g., maintenance personnel, coalition partner), to prevent the ability to increase his level of access

· Assume that some sophisticated adversaries will be successful in gaining some level of access within the net-centric environment and include mechanisms that will greatly increase the cost and difficulty to successfully mount an offensive operation and increase their risk of being detected and identified.  These might include mechanisms to limit abilities to freely access and exfiltrate information contained within the environment coupled with increased abilities to monitor and track adversarial actions. 

To support the ability to audit, monitor, search for, track, and contain adversary or insider activity and misuse, current perimeter monitoring (e.g., Internet, sovereign network, and tactical system boundaries) must transform into a distributed sensor grid.  The distributed sensor grid, coupled with the enhanced transactional IA access control mechanisms, will enable the ability to track user actions within the net-centric environment to detect misuse and insider activities.  Within the net-centric environment, specialized computer network defense sensors and IA devices (e.g., firewalls, intrusion detection systems, cross domain solutions, and transactional IA access control mechanisms) as well as Information Technology (IT) components (e.g., clients, servers, and routers) collectively form the distributed sensor grid.

Inputs from the distributed sensor grid will be collected across classification levels, missions, and communities of interest (COIs), allowing monitoring and analysis to occur throughout the entire net-centric environment.  In addition to maintaining this pervasive IA situational awareness, the enterprise will actively search for, find and respond to adversaries operating within the enterprise.  A dynamic response capability based on tailorable digital policy will enable an attack response to be coordinated and de-conflicted across the net-centric environment and mission impacts of the attack response to be assessed, possibly resulting in an updated digital policy being generated and distributed to contain the attack or other response actions.  This combination of monitoring and tracking adversaries greatly increases the risk of detection and identification for any adversary or insider who seeks to exploit or attack the enterprise.

2.1.3 Integrated Security Management

Dynamic and automated net-centric security management seamlessly integrated with operations management 

Today, the “Security Management Infrastructure” is primarily focused on the generation and distribution of public key certificates and keys for cryptographic devices.  In an environment where transactional enterprise protection relies on a distributed array of IA mechanisms, and the configuration of the environment dynamically changes according to mission needs and responses to attacks, outages, and contention for limited tactical resources, the security management infrastructure (SMI) must expand to support a more automated, net-centric key management capability and evolve to support a broader set of net-centric IA capabilities such as identity management, privilege management, audit, and security configuration management.  An advanced SMI enables consistent management and control of the security aspects of the enterprise.  Automating protection mechanisms wherever possible reduces operational burden and configuration errors, improves real-time support to the dynamically changing net-centric environment, and minimizes dependence on users and system administrators to understand and enforce cyber security.  However, an automated SMI opens new attack avenues to adversaries and has the potential to become a single point of failure for the net-centric environment if not properly protected.  For example, an adversary able to gain access to the SMI infrastructure could issue identities and privileges to become an “authorized” user within the net-centric environment.  Because of this, protection of management and control exchanges within the net-centric environment and robust controls (e.g., physical, procedural, technical) on access to management and control infrastructure components are critical elements of enterprise IA protection.
2.1.4 Enhanced Integrity and Trust of Net-Centric Systems

Robust information assurance embedded within enterprise components and maintained over their life cycle

Historically, IA capabilities have been implemented in a “bolt-on” fashion, where the IA mechanisms are deployed in specialized appliances at enterprise perimeters (e.g., firewalls, encryptors and Cross-Domain Solutions).  The transactional IA approach, where information is protected end-to-end (during storage, processing, and transit) and enhanced access control mechanisms that regulate sharing based on how well information can be protected, requires IA functionality to be distributed in a defense-in-depth construct across the IT components that make up the net-centric systems.  Achieving the level of integration, flexibility, and cost effectiveness needed to realize a net-centric vision requires greater use of commercially available products and greater reliance on software-based IA functionality.  This, in turn, requires greater assurance in the computing platforms to ensure that IA functions are performed correctly.  

Areas requiring greater assurance include: 

· Robust mechanisms to protect information integrity and confidentiality during storage and processing.  This includes user information as well as the computing platform’s configuration information.

· Ability to segregate information at varying levels of sensitivity within a computing platform.  Examples of this include segregating information between users who share a system, segregating computing platform configuration information from users of the system, and segregating information that is being processed simultaneously on a single platform (e.g., concurrent single level and multi-level operation).

· Ability for computing platforms to better protect themselves from network-based attacks (e.g., malicious code, viruses, spyware) within the variable trust net-centric environment and in the broader, interconnected federated environment.  Key to this is ensuring that the hardware and software performing IA functions are properly configured during installation and remain so throughout their life cycle.

· Improved hardware and software design, evaluation, testing, and certification processes (i.e., hardware and software assurance).

· Improved protection from life cycle attacks is critical. IA life cycle management cannot rely on technology alone, but must be incorporated into DoD processes and training at every level, through each component introduced into the net-centric environment. Every aspect of a component’s life cycle—including the people and processes associated with developing, manufacturing, purchasing, installation, configuration, maintenance and disposal of components—must be taken into account when determining its level of trust.

Integrity and trust in the information and the services operating within a net-centric environment are easily lost and, once lost, can be difficult to regain.  Because of this, IA considerations must be applied across the spectrum of how the net-centric environment is procured; “used” to accomplish mission objectives; “maintained” to protect against atrophy in either capability or assurance; and “evolved” to meet dynamic mission needs and increasing cyber threats.  Failure to fully address IA life cycle management will enable an adversary to obtain the design, configuration, and implementation details necessary to plan, access and modify the enterprise system’s hardware and/or software of net-centric components which, in turn, enables the adversary to alter the system’s IA protection capabilities and access the system.  

As with other aspects of the net-centric environment, there can be no single standard for life cycle management.  Instead, differing degrees of life cycle management must be applied based on the criticality of a component to meeting mission objectives.  For instance, components that support protection of more sensitive information or provide service to missions with greater availability requirements will require a more stringent life cycle management approach to ensure that those components are sufficiently trustworthy.  How and where components of the net-centric environment are developed, manufactured, purchased, tested, integrated into the net-centric environment, configured, operated, and maintained are critical aspects of the life cycle management of net-centric IA and integral to the transactional IA approach that must assess whether or not to share information based on how well the components involved in the exchange of information can protect that information.

IA life cycle management cannot rely on technology alone; it must be incorporated into DoD’s business processes (i.e., JCIDS, PPB&E, and Acquisition), governance, and workforce training to ensure that IA life cycle management is appropriately considered for every component introduced into the net-centric environment. 

Each aspect of a component’s life cycle management will be quantified to establish the level of trust used to support access control decisions.  This quantification includes:

· “Pedigree” of a piece of equipment – who designed it, where was it built, and how it was obtained

· “Pedigree” of a system’s life cycle – who installed it and maintains it and how is it physically configured (e.g., best commercial practices, DoD configuration guide, gold disk)

· Trust level of the entity that maintains the configuration (e.g., industry or cleared contractor/Government personnel)

· How well the system ensures that its configuration is correct – are software downloads limited to authorized sources and are integrity mechanisms applied, is the configuration frequently checked and reloaded if necessary from a “gold disk”, are vulnerability scans performed, are physical security audits performed, are electronic inventory controls utilized.

Defense-in-depth performs a vital role in maintaining the integrity and trust of the net-centric enterprise by providing multiple layers of protection for information and services.  Diversity in the types, placement, configuration, robustness, and suppliers of protection mechanisms utilized by an environment improve protection effectiveness and increase the likelihood of detecting inappropriate activity.  Improving the effectiveness of protection through a layered defense also limits risks posed by more sophisticated adversaries by way of increasing the cost (funding, expertise and access) and time needed to plan, develop, and mount a successful attack, reduces the probability of success and increases the likelihood of detection and identification.  A diversity of protection mechanisms also limits the likelihood of a single attack being able to compromise large portions of the GIG.

2.2 Net-Centric Enterprise Information Assurance Goals and Approaches

The net-centric enterprise IA goals are a refinement of the goals from the DoD IA Strategic Plan. In some cases the DoD IA Strategic Plan goals were further decomposed to more easily facilitate the creation of new Net-Centric Enterprise IA Strategy approaches.  These discrete, manageable goals and approaches will be used to describe the IA aspects in the Net-Centric Checklist and form the basis for the IA operational activities contained in the NCOW RM. Table 2-1 shows the relationship of the Net-Centric Enterprise IA goals to the DoD IA Strategic Plan Goals.
Table 2‑1.  Mapping of Net-Centric Enterprise IA Goals to DoD IA Strategic Plan Goals

	DoD IA Strategic Plan Goals
	Net-Centric Enterprise IA Strategy Goals

	Goal #1: Protect Information 
	Protect and Share Information

	
	Manage IA and Protect the Management and Control of the Net-Centric Environment

	
	Ensure Availability  and Accessibility of Computing and Communications Resources

	
	Support IA Interoperability

	Goal #2: Defend Systems and Networks 
	Defend the Net-Centric Environment

	Goal #3: Provide Integrated IA Situational Awareness/IA Command and Control (C2)
	Provide Integrated IA Situational Awareness

	Goal #4: Transform and Enable IA Capabilities
	Enable and Integrate IA Capabilities

	Goal #5: Create an IA Empowered Workforce
	


DoD IA Strategic Plan, Goal #1, Protect Information, spawned four net-centric enterprise IA goals - Protect and Share Information, Manage IA and Protect the Management and Control of the Net-Centric Environment, Ensure Availability and Accessibility of Computing and Communications Resources, and Support IA Interoperability. In most cases, the net-centric enterprise IA goals correspond to the objectives in the DoD IA Strategic Plan (e.g., developing and implementing protection criteria for Net-Centric Operations, transforming the Security Management Infrastructure to satisfy the agility demands of the end-state GIG).

DoD IA Strategic Plan, Goal #2, Defend Systems and Networks, and its objectives were further expanded in the net-centric enterprise IA goal and approaches for Defend the Net-Centric Environment. In a net-centric environment, the nature of the threat changes, requiring a more flexible defense posture.

DoD IA Strategic Plan, Goal #3, Provide Integrated IA Situational Awareness/IA Command and Control (C2) and its objectives, were further expanded in the specific approaches of the net-centric enterprise IA goal, Provide Integrated IA Situational Awareness. 

DoD IA Strategic Plan, Goals #4 and #5 were used to formulate the net-centric enterprise IA goal and approaches for Enable and Integrate IA Capabilities. The approaches further highlights the importance of considering the life cycle management for every component introduced into the net-centric environment.  

To achieve the DoD net-centric enterprise IA vision, IA as practiced today must be revised and replaced with a new paradigm based on the goals and approaches outlined in Table 2-2 below. 

Table 2‑2.  DoD Net-Centric Enterprise IA Goals and Approaches

	VISION:  Dynamically protect information and systems necessary to enable information sharing and collaboration within the net-centric environment that interconnects users and systems with varying levels of trust and IA capabilities.

	GOAL
	DESCRIPTION
	APPROACHES

	Protect and Share Information
	Share information with integrity and confidentiality, at the right time with the right (authorized) users in a format that is understandable and protected from threats posed by adversaries.
	Control Access to Information Using Dynamic, Highly Automated and Coordinated IA Policy

	
	
	Provide End-to-End Protection of Information

	
	
	Enable the Secure and Automated Exchange of Information Across Domains

	Defend the Net-Centric Environment
	Defend the Net-Centric Environment by recognizing, reacting to, and responding to changing threats, vulnerabilities and deficiencies in a dynamic, highly automated and coordinated fashion.
	Manage Threat Exposure and Discover Vulnerabilities

	
	
	Minimize Impact of Adversary Attacks

	
	
	Coordinate and Respond to Cyber Attacks

	Provide Integrated Information Assurance Situational Awareness
	Provide Integrated Information Assurance (IA) Situational Awareness by maintaining awareness of external cyber attacks and insider misuse of computing and communications resources, services, and information and integrating the IA posture into the broader operational picture of the net-centric environment.
	Distributed Sensing of IA Situational Awareness Data

	
	
	Establish Effective Indications and Warning (I&W) of Potential or Ongoing Cyber Attacks and Insider Misuse

	
	
	Detect Cyber Attack and Insider Misuse

	
	
	Analyze and Assess Operational and Mission Impact of Cyber Attack

	
	
	Develop and Deploy an IA User-Defined Operational Picture (UDOP) Integrated with Evolving NetOps and Common Operation Picture Capabilities

	Ensure Availability and Accessibility of Computing and Communications Resources
	Ensure availability and accessibility of computing and communications resources in a secure and controlled manner while maintaining the overall security posture in the midst of threats, system failures, and changing mission needs and priorities.
	Maintain Prioritized Mission Operations While Responding to Changing Conditions and Environments

	
	
	Ensure Availability of Computing and Communication Resources in Austere, Low-Bandwidth Environments with Intermittent Connectivity


Table 2-2.  DoD Net-Centric Enterprise IA Goals and Approaches (Cont.)

	VISION:  Dynamically protect information and systems necessary to enable information sharing and collaboration within the net-centric environment that interconnects users and systems with varying levels of trust and IA capabilities.

	GOAL
	DESCRIPTION
	APPROACHES

	Manage IA and Protect the Management and Control of the Net-Centric Environment
	Manage IA to ensure that IA assets are controlled, configured and managed effectively to support mission needs.  Protect the Management and Control of the Net-Centric Environment by protecting the ability to access and change enterprise management and control information.
	Define, Assign, and Manage Information Used for IA

	
	
	Manage and Coordinate Dynamic, Flexible Digital IA Policy (automated policy evaluation)

	
	
	Enhance the Management of Keys in a Net-Centric Environment

	
	
	Enhance the Management of Credentials in a Net-Centric, Federated Environment 

	
	
	Manage, Coordinate and De-Conflict Net-Centric Enterprise Security Configurations

	
	
	Manage Audit

	
	
	Manage IA Federation

	Support IA Interoperability
	Support IA Interoperability through a set of commonly understood interoperability standards essential to providing consistently implemented enterprise-wide information assurance.
	Provide Net-Centric Interface Standards for IA Interoperability

	
	
	Comply with Net-Centric Interface Standards for IA Interoperability

	Enable and Integrate IA Capabilities
	Enable and Integrate IA Capabilities by incorporating IA into enterprise business processes and creating an IA empowered workforce.
	Train, Advocate and Educate Personnel at all Levels to Enhance IA Awareness, Knowledge, and Skills

	
	
	Integrate and Improve IA in DoD Net-Centric Governance

	
	
	Infuse IA into Net-Centric Strategies, Transformations, and Capabilities


APPROACHES TO ACHIEVE DOD NET-CENTRIC ENTERPRISE IA GOALS

A set of approaches is defined to achieve each net-centric enterprise information assurance (IA) strategy goal.  Achieving the DoD net-centric IA goals requires the appropriate IA mechanisms to be in place to control the amount and type of information sharing that can occur, with whom, and across all types of environments.  In a benign or low risk environment, IA protections can be relaxed to enable information sharing to the highest extent possible.  However, for particularly mission sensitive information and/or in hostile environments, the appropriate IA protections and assurances must be applied in a robust manner to ensure that mission effectiveness is not degraded.  The approaches define the dynamic defense-in-depth mechanisms that must be in place to support the varying protection and robustness requirements of the interconnected and interdependent net-centric environment.

2.3 Goal:  Protect and Share Information

Share information with integrity and confidentiality, at the right time with the right (authorized) users in a format that is understandable and protected from threats posed by adversaries

This goal results in the protection of the exchange of information assets between net-centric consumers and providers.  Information assets are protected as they are stored, transported and accessed by the information consumers and providers.  The transactional IA approach ensures that sufficient protections are applied to each information exchange transaction.  This allows for variation in the type, placement, and robustness of protection mechanisms across GIG systems based on the protection requirements of missions that utilize those systems.  For example, the GIG systems that support unclassified logistics operations would have lower protection requirements (i.e., Quality of Protection (QoP) requirements) than the GIG components supporting remote operation of a weapons system.  The protection requirements for a system or collection of components could be specified in terms of a quality of protection level which defines a pre-defined set of standardized IA protection suites that when used together meet the protection requirements.  While the protection requirements will differ across the GIG, interoperability must be maintained across the enterprise, within and across domains, to promote information sharing and collaboration across mission boundaries.

The combination of end-to-end information protection and expanded access control mechanisms enables a transactional approach to IA that ensures that information will only be shared when authorized and when the information can be sufficiently protected within the systems supporting the information exchange.  The following approaches achieve this goal.

Control Access to Information Using Dynamic, Highly Automated and Coordinated IA Policy

Collaboration and information sharing within and across the net-centric environment (NCE) will involve users that have varying levels of trusts and their systems that have varying levels of IA capabilities and trust.  Dynamic policies that accommodate these varying levels of trust will control access to information.  Policy-based rules will allow information providers to specify the essential requirements for accessing information resources in a dynamic and flexible manner.  Access to GIG resources (information access or services) will be granted based on a user’s mission need, the protection requirements of the resource being requested, attributes assigned to resources, a multi-dimensional set of attributes assigned to resource consumers (e.g., organizational affiliation, standardized role), and the level of protection being provided by a consumer’s environment (e.g., the quality of protection that can be provided by the consumer’s environment).  In some instances, the entity that creates the information may require a release authority to review the protection and access control requirements to ensure the controls are appropriate.

This approach provides dynamic enforcement of policy to address changing threat, mission needs, and technology.  It permits access decisions to be based on the broader determinations of security risk and operational need within the parameters established by access control policy.  Information will be protected in accordance with enterprise-wide policy and the data authority’s specified resource protection requirements, allowing policy makers to enforce the level of protection required for each resource made available on the GIG.  Users will be able to receive access to a broader set of resources when operating in safer environments that provide greater levels of protection but can still get access to resources, albeit a more limited set, when operating in more exposed environments, as determined by system policy.  No access is uncontrolled and information is not made available or disclosed to unauthorized individuals, entities, devices, or processes.

2.3.1 Provide End-to-End Protection of Information

Data protection must start from the creation of the information, with particular new focus on enabling the entity that creates the information to assign the protection requirements and access control requirements at that time.  Protection will be assured throughout the life cycle of the data:  creation, modification, storage, transport, and destruction.  Physical protection of system-high infrastructure components and transport/link encryption to provide our end-to-end protection are no longer sufficient.  Being part of a global network means that information (e.g., data, metadata) routinely flows in and out of networks controlled by different entities through numerous access points.  This separation of information from systems requires that the information be protected, regardless of physical or logical location.

End-to-end protection will require IA functionality to be distributed across Information Technology (IT) components.  Use of the IA functionality contained within these IT components requires increased trustworthiness in the IT components to correctly perform their IA functionality.  The net-centric environment will require more trust in the host computing platforms to better protect information while it is being processed and stored, segregate information at varying levels of sensitivity within a single computing platform, protect the computing platform from the environment (e.g., malicious code attacks), and improve protection from life cycle attacks introduced during design, manufacturing, operation, and maintenance.

End-to-end protection mechanisms will ensure that information is appropriately protected within the net-centric environment.  The type and robustness of protection mechanisms will vary depending on the protection requirements associated with the resource.  A defense-in-depth approach will provide diversity in the types, placement, configuration, and robustness of the protection mechanisms.  These protection mechanisms could include confidentiality to ensure that only authorized entities can view the information, integrity to ensure the information and metadata are not changed by unauthorized entities from production to consumption, and non-repudiation to ensure that information exchanges cannot be denied.  An integral component to providing confidentiality, integrity, and non-repudiation is strong authentication, which will be used to verify the identity of people and objects (machines, software, processes) across the enterprise.  Some information in the GIG will also require protection from indirect disclosure (i.e., traffic analysis and covert channel protection).  While it may be infeasible to construct the entire GIG to provide indirect disclosure protection, user traffic requiring such protections will be constrained to those portions of the GIG that can provide the appropriate protections.

2.3.2 Enable the Secure and Automated Exchange of Information Across Domains

Net-centric IA will enable the secure and automated exchange of information within and between security domains that span security classification, organization or Community of Interest boundaries.  The net-centric environment will be an interoperable, multi-level environment that allows information sharing and collaboration between authorized users within the DoD, other US Government departments and agencies, selected non-government and private sector entities, allied nations, and coalition partners.  Information domain boundaries need to be defined and established to support effective mission operations.

This interoperable, multi-level environment requires that the protection approach for information sharing shift to a transactional IA approach in which the information exchanged as part of a transaction is protected to a level appropriate for the information being exchanged.  This will include the use of dynamic mechanisms to determine whether or not information should be shared across domains (e.g., based on access control attributes) and under what conditions the information can be shared (e.g., environment, mission need, ability to protect).  The implications are that cross domain solutions can no longer be viewed as simply static boundary protection devices but must be an integral part of the policy-based information access control mechanisms.  This will enable protection policies and information access rules to be dynamically changed and automatically invoked in a synchronized fashion across the enterprise in response to changing world events or a changing threat posture within the net-centric environment.

A federated approach for the recognition of identities, information assurance attributes (e.g., roles, classification, clearance, data-at-rest protections), and policies will enable effective information sharing across Community of Interest boundaries and between authorized users within the DoD, other US Government departments and agencies, selected non-government and private sector entities, allied nations, and coalition partners.  In addition, new capabilities will be required to support improved real-time sharing such as the ability to automatically sanitize information to a level appropriate for the entity requesting a resource and/or based on the level of protection that can be provided by the environment of the entity requesting access to a resource.

2.4 Goal:  Defend the Net-Centric Environment

Defend the Net-Centric Environment by recognizing, reacting to, and responding to changing threats, vulnerabilities and deficiencies in a dynamic, highly automated and coordinated fashion.

Constant vigilance allows DoD to be ahead of our adversaries and improves our ability to identify emerging threats and impending degradations.  Failure to assess continuously and evaluate DoD systems and networks decreases the ability to detect threats prior to their causing negative effects.  The net-centric environment will move from independent computer network defense to integrated computer network defense coordinated across the enterprise.  Deploying computer network defense tools and capabilities across the DoD enterprise in a coordinated and consistent way will mitigate risk of a “weak link” organization and enable desired operational capability on a Departmental level.

The DoD will implement services and systems that protect the network and network resources from accidental or malicious attempts to deny or degrade transport services.

The following approaches achieve this goal.

2.4.1 Manage Threat Exposure and Discover Vulnerabilities

To reduce the on-going risk of cyber attacks, a continuous program of evaluating and testing current and evolving networks and systems for vulnerabilities is required.  The program will include methods to scan the infrastructure (e.g., networks, servers, clients) periodically for new vulnerabilities at the local and enterprise level and report the results.  Capabilities will also exist to reduce future vulnerabilities by deploying standard vulnerability analysis toolsets that can share information on the status of vulnerabilities across systems and ensure that proper patches and updates have been applied to reduce exposure to known vulnerabilities.  As new threats are identified, approaches are required to notify and alert operational mission elements of the impending threat and to disseminate the appropriate protective measures to defend against the impending threat or attack.  The risk associated with new threats and vulnerabilities can also be managed by diversifying the tools and mechanisms used to provide protections and defenses.  Vulnerabilities associated with one vendor’s set of products can be mitigated through use of multiple vendor products that have varying types of vulnerabilities, thus reducing the risk that a single vulnerability will expose the entire enterprise to a threat.  This diversified defense-in-depth approach will also continue to be used in tools that detect vulnerabilities and attacks to the NCE.

To assist in identifying new threats, capabilities will be developed and deployed to enhance detection of anomalous behavior, predict new attack approaches used by threat agents, and analyze trends in attack methodologies that may require new countermeasures against future threats.

2.4.2 Minimize Impact of Adversary Attacks

While emphasis has been placed on preventing attacks by applying appropriate protections and continually guarding against new threats and vulnerabilities, the possibility still exists that an adversary may get access to internal information or infrastructure resources.  Mechanisms must be in place to respond to these detected intrusions in such a manner as to isolate the damage or potential damage of the intruder to a localized area and block avenues that could be used to exfiltrate information from the net-centric environment.  This might be achieved through reconfiguration of resources.  Responses could also include offensive measures to neutralize the impact of the attack.

2.4.3 Coordinate and Respond to Cyber Attacks

DoD’s missions are supported by networks that are dispersed, autonomous, overlapping and interdependent entities.  Many of these networks are not exclusively owned or controlled by DoD, but may be part of the larger National Security Community Enterprise, Internet, or Foreign government/military networks.  Commanders and network operators must collaborate to ensure the integrity, confidentiality, and reliability of the information for the warfighter.  Likewise, policies and doctrine must be coordinated to ensure continuous DoD network operations.  Defending our networks requires harmonious relations, cohesive doctrine, and synchronized operations and policies with all organizations that share in their management and protection.  Decision making in isolation often results in unacceptable and unintended consequences.  Improved coordination increases our ability to quickly identify, contain, and respond to threats, thereby avoiding the transfer of risks.

In a net-centric environment with highly interdependent systems, information systems and networks must be capable of self-defense by responding quickly to cyber attacks.  IA situational awareness will detect and compile incidents in order to create and disseminate a common picture.  The common picture is used to coordinate and direct response to major incidents that could have an operational impact.  The analysis of detected anomalies will be performed by automated tools capable of supporting timely development of “defensive response” courses of action or alternatives.  Correlated alert information will be available to the key decision makers at all levels within the GIG in near-real time.

The course of action is the set of steps taken to coordinate and respond to cyber attacks.  A course of action includes coordinating the efforts of subordinate network control and operations centers to detect, isolate, and contain incidents while minimizing operational impacts caused by the attack and the attack response.  Policies and procedures that govern the rules of engagement for network control and operations need to be established.  Vulnerability alerts, along with implementation and compliance requirements, will be issued enterprise-wide in response to identified vulnerabilities.  Enterprise-wide compliance in a net-centric environment is critical to maintaining a robust security posture.

The response actions are directed actions or recommendations intended to contain and stop actual or potential unauthorized or malicious network activity as well as to subsequently recover, restore, or reconstitute affected net-centric information, services, or infrastructure.  The response actions may include the re-allocation and reconfiguration of computing and communications resources and quarantining components of the net-centric environment to protect systems from potentially damaging connections.  Analysis of cyber attacks will identify vulnerabilities that need to be mitigated through response actions.  In addition, trend analysis will be performed on the detected anomalies to help predict future attacks.

Where possible, response actions will be generated and automatically enacted by the system without the need for human intervention.  This will allow instantaneous response to low level attacks in cases where there is a low likelihood that the response action will impact mission operations (e.g., stripping an infected attachment from an e-mail message).  For cases where automatic responses are not possible, automated tools capable of supporting development of defensive response courses of action as well as their corresponding mission impacts will enable decision makers to select and enact an appropriate response in near-real time.  Finally, automated tools to assist analysts in discovering and diagnosing previously unseen attacks will be required to detect stealthy attacks from sophisticated nation states.

Strong forensics capabilities will be needed from a multitude of methods or paths to identify quickly the origin of malicious activities or the master node in an automated attack.  Post-analysis planning will result in a course of action to revise defense-in-depth configurations, assignment of monitoring responsibilities, and contingency operations for a given set of cyber attacks/failures.

The execution of the course of action is performed under other net-centric IA goals.

2.5 Goal:  Provide Integrated Information Assurance Situational Awareness

Provide Integrated IA Situational Awareness by maintaining awareness of external cyber attacks and insider misuse of computing and communications resources, services, and information and integrating the IA posture into the broader operational picture of the net-centric environment.

Persistent enterprise monitoring requires the use of ubiquitous sensors that are dynamically configurable.  Massive data sets must be minimized.  Sensor data will be correlated across often disparate data sources and types to produce useful awareness products.  Meaningful and useful views will be created utilizing these varied awareness products.  These views must be made available to and must be tailorable by authorized decision makers at all levels within the net-centric environment.  Achievement of this goal results in better awareness and knowledge of net-centric operations.

The following approaches achieve this goal.

2.5.1 Distributed Sensing of IA Situational Awareness Data

Counterbalancing the increased cyber and insider threat brought about by the broader sharing and greater interconnectivity of systems will require a shift from perimeter monitoring (e.g., Internet boundary, sovereign network boundaries, and tactical system boundaries) to deployment of distributed enterprise sensors, where IT components (e.g., host clients/servers, routers, specialized sensors) throughout the enterprise provide sensor inputs.  Information feeds (e.g., intelligence and attack sensing and warning products, law enforcement, warfighter operational data, and threat assessments) from across the net-centric environment are acquired to support the assessment of the health and readiness of the environment to support ongoing and planned future operations.

2.5.2 Establish Effective Indications and Warning (I&W) of Potential or Ongoing Cyber Attacks Against the Enterprise

Protection of the net-centric environment must be a proactive process using all available information on threats to known and suspected vulnerabilities.  Threat information ranges from strategic level information on nation-states’ and non-state actor’s capabilities and intentions to near-real-time tactical information on computer probing activities preparatory to an attack.  Analysis of this information requires the collaboration of intelligence, operations and technical organizations and personnel.  Furthermore, as decision cycles are generally extremely short, rapid distribution of this analyzed information is critical to identifying potential threats to the enterprise to warn commanders and enable appropriate defense and response options.

Effective indications and warnings will support the ability to automate, plan, coordinate and synchronize defensive operations.  This approach will define the process and establish policies and procedures for IA I&W and rapid dissemination of warning information within DoD, and to interagency and international partners.  Relevant and timely intelligence and enterprise sensor grid data and analysis, as well as industry, law enforcement, interagency, international military and worldwide Computer Emergency Readiness Team (CERT) information, will be integrated into the IA I&W process.

2.5.3 Detect Cyber Attack and Insider Misuse

Cyber attacks must be approached proactively; therefore network devices (e.g., routers, switches), enterprise services, and end-system computing platforms must employ integrated capabilities (e.g., virus and IDS signature detection) to detect, report, and where possible block attacks.  To ensure information can be protected sufficiently within end-system computing platforms, network devices and enterprise services will determine crucial security-relevant information about endpoint devices prior to granting access (i.e., current antivirus state, OS patch level, and other security configurations).  Enterprise intrusion detection tools and capabilities will be developed and deployed.  IA must keep the attack signature database current in order to recognize suspicious network activity and thwart possible cyber attacks.

Traditional deep packet inspection techniques will not operate on encrypted traffic.  The ability to detect misuse, insider activity, and malicious software activity (e.g., spyware, viruses, worms) within the net-centric environment will require sensors deployed in a multi-tiered fashion that is capable of monitoring and correlating anomalous events occurring throughout the environment.  An enterprise sensor grid will include a mix of specialized cyber attack sensors as well as the ability to pull relevant sensor information from infrastructure components throughout the GIG.  Additionally, the need for multi-tiered enterprise sensors is driven by end-to-end protection mechanisms, such as application layer encryption, which will require a robust capability to detect attacks at natural decryption gateways (e.g., mail servers, search engines) within the net-centric environment rather than at system boundaries.

Misuse detection provides a counterbalance to the increased risk brought about by increased accessibility to information under the “need to share” model.  Insider misuse detection is the detection of anomalies, defined as inappropriate access to information or inappropriate use of computing or communications resources and services with or without malicious intent.  Insider misuse is detected using distributed enterprise sensors and audit information.  Inappropriate accesses and changes to critical system files and changes in user privilege are detected not only by looking at the communications traffic in and out of a single computer, but also by checking the integrity of system files and watching for suspicious processes.  Misuse detection also includes behavior profiling and analysis to detect atypical user behavior.  It is imperative that IA must continually readjust the statistical norm to refine detection mechanisms and have them focus on real intrusions in order to reduce false positives throughout the use of Intrusion Detection System (IDS).

In particular, this approach will limit an adversary’s ability to gain the situational awareness and understanding of the internal configuration of the environment (including the configuration of the protection mechanisms within the environment) necessary for them to identify attack avenues and gain undetected access to the system.  The ability to monitor and track actions associated with accessing situational awareness information must also be increased.

2.5.4 Analyze and Assess Operational and Mission Impact of Cyber Attacks

Analyzing and assessing operational and mission impact of cyber attacks will include the correlation of ongoing missions, operations, and potential, known or suspected unauthorized or malicious activity based on detected events.  This involves support for analyzing the technical and operational aspects of the detected behavior against expected behavior, and support for the development and analysis of courses of action to respond to these activities which minimize the impact on ongoing operations.  Correlated alert information is made available to the key decision makers at all levels within the GIG in near-real time.

2.5.5 Develop and Deploy an IA User-Defined Operational Picture (UDOP) Integrated with Evolving NetOps and Common Operating Picture Capabilities

The ability to visualize the status of the infrastructure (including visibility into ongoing attacks and misuse) and understand the infrastructure’s ability to sustain mission operations (situational awareness) is paramount to maintaining an assured net-centric environment.  Net-centric warfare demands shared situational awareness and understanding across the enterprise.  A User-Defined Operational Picture (UDOP) provides commanders and operators the flexibility to tailor their IA situational awareness to the relevant portions of the net-centric environment that are supporting their ongoing mission operations and reduces the risk of negative impacts resulting from unilateral, uncoordinated actions.  Interoperability between the IA UDOP and current/emerging common operating pictures at local, regional, and enterprise levels further enhances the synergy between NetOps, IA, and other military operations.

Massive data sets will be minimized.  Disparate data sources and types will be correlated to produce useful awareness “products” (e.g., alerts, log data, reports).  By synthesizing many different forms of information about what has occurred in the net-centric environment, meaningful and useful views of an integrated enterprise wide security posture can be created.

IA and NetOps information requirements for inclusion in the NetOps UDOP and Joint Command and Control Common Operational Picture (COP) must take into consideration DoD and Allied/coalition networks and input from Interagency, Allied and coalition partners.

2.6 Goal:  Ensure Availability and Accessibility of Computing and Communications Resources

Ensure availability and accessibility of computing and communications resources in a secure and controlled manner while maintaining the overall security posture in the midst of threats, system failures, and changing mission needs and priorities.

Net-centric warfare depends on timely, reliable access to data and services for authorized users.  The net-centric environment must ensure the availability and accessibility of GIG computing and communications resources to users at any time whether in the air, on land, at sea, or in space.  This ubiquitous availability applies to information, enterprise services, IT components, and IT resources (e.g., bandwidth, connectivity, and processing).  The net-centric environment must also allow authorized users to access GIG computing and communication resources from any end-system in the GIG.  This mobility will exist at fixed network locations as well as at the tactical edge.

In a net-centric environment, degradations caused by system outages, oversubscription of system resources due to competing mission needs for limited computing and communications resources, and cyber-attacks will occur.  Mission continuity allows the highest priority missions to continue to function in a degraded environment.  Supporting mission continuity requires the ability to coordinate, establish, and de-conflict mission priorities as well as the highly automated and dynamic ability to allocate and adjust resources based on the established mission priorities and situational awareness of the operational posture of the GIG.

The role of IA is to ensure that the assigned priorities and the resource allocations are enforced and, if attacks or system failures result in degradation to mission critical resources or services, IA ensures that resources are re-allocated in a controlled and secure manner.  Re-allocation in a controlled and secure manner means changes in allocations do not negatively impact the overall security posture of the environment, computing and transport resources are available to meet the needs of the highest priority missions, and the assigned resource allocations cannot be modified by unauthorized entities.  Ensuring that computing and communication resources are available and accessible requires persistent monitoring of the status of the computing and communication infrastructure’s ability to deliver resources when needed.

The following approaches achieve this goal.

2.6.1 Maintain Prioritized Mission Operations While Responding to Changing Conditions and Environments

In the net-centric environment, if mission critical resources are unavailable, either due to cyber attack, contention of resources, or component failure, operational computing and communications resources must be re-allocated in a coordinated, enterprise-wide fashion.  IA will ensure that the coordinated, re-allocation of resources is done in accordance with policy and does not negatively impact the security posture of the net-centric environment.

The need for re-allocation may also be dictated by changing mission priorities or changes to the operating environment.  Prioritization ensures that resources are first provided to mission users that are vital to achieving mission objectives.  IA will ensure that users have the proper authorizations to request priority to consume resources, and that consumption of resources complies with policy.  This ensures that priority mechanisms cannot be abused at the expense of others.  Re-allocation and prioritization will be done in accordance with overall security policy.  The focus on maintaining availability and accessibility should not create unacceptable risk to the enterprise.

Today, resource allocation and the protection of these systems are typically driven by procedures and policy that dictates a large number of manual operations (i.e., manual provisioning).  During an incident, manual re-allocation of resources and manual defensive measures are too slow to be effective.  Manual operations are prone to operator error, causing unpredictable consequences that may, in fact, aid the adversary in the propagation of the attack or enhance its effectiveness.  The net-centric enterprise, and particularly the dynamic tactical environment, must leverage automated contributions for rapid response, complex attack analysis, resource re-allocation, and coordination while preserving the insight provided by human intervention.  Special constraints in front of each modifiable infrastructure element are needed to prevent an automated system from damaging the system it is designed to protect.  Responsive policy that cannot be safely handled by a system will require the intervention of administrators.

2.6.2 Ensure Availability of Computing and Communication Resources in Austere, Low-Bandwidth Environments with Intermittent Connectivity

A full spectrum of users will operate in the net-centric environment to include deployed users operating in austere, hostile environments, often with minimal bandwidth and/or high latency.  Deployed forces must contend with intermittent connectivity (intentional and unplanned) and require synchronization/resynchronization with the GIG management infrastructure to reconnect.

The net-centric enterprise must provide the ability for systems and hosts to join and leave the enterprise quickly.  When a system or host joins the enterprise, the network equipment must be authenticated as part of the joining process.  The actual user is authenticated separately.  Similarly, when a system or host leaves the network, the enterprise must determine whether this was intentional, or if service was maliciously disrupted.

The net-centric environment must enforce resource allocations and prioritizations to prevent users from exceeding their authorizations and denying or degrading the service of other lower priority users.  This is particularly critical in a bandwidth constrained environment where contention for limited resources is more prevalent.  The constantly changing tactical environment increases the difficulty in managing the assignment of mission priorities and the allocation of resources.  This approach will rely on situational awareness of the net-centric environment to support the coordination and de-confliction of resources within the interdependent net-centric environment.

To support disadvantaged connections, the net-centric enterprise must be able to negotiate and use modes that are appropriate, e.g., using encryption modes that add less overhead, converting between out-of-band signaling protocols and in-band signaling protocols for bandwidth constrained environments.  The negotiation and use of modes must be done in accordance with policy without introducing additional attack vectors or unacceptable degradation in capability.

2.7 Goal:  Manage IA and Protect the Management and Control of The Net-Centric Environment

Manage IA to ensure that IA assets are controlled, configured and managed effectively to support mission needs.  Protect the Management and Control of the Net-Centric Environment by protecting the ability to access and change all enterprise management and control information.

IA in a net-centric environment will provide the ability to manage and control remotely IA attributes in all communications devices, computing resources, and services.  In an environment where enterprise protection relies on an array of IA-enabled IT products, the current focus on key and certificate management must expand to support more automated, net-centric security management services and infrastructure for identity, resource attribute, privilege, audit, and security configuration management.  The security management infrastructure must be transformed to satisfy the agility demands of the net-centric environment and protect against cyber threats both internal and external, minimizing impact to operations.  Realizing a robust, usable security infrastructure that can respond on demand to changing technology, capabilities, threats, alliances, and coalitions is critical to achieving information superiority.

Net-centric IA also includes the protection of management and control (e.g., signaling, routing) information flowing between communications devices, computing resources, and services to support policy enforcement, user and device authentication, end-to-end connectivity, quality of service (QoS), and prioritization.  This includes the generation, collection and/or distribution of resource, access, audit, status, performance, fault, configuration, and inventory data to support the auditing required for network management, security management, and computer network defense (CND) operations.  Given the scope of management and control, protection of management and configuration information is critical to preventing unauthorized access by adversaries to the net-centric environment and minimizing the adverse effect on the availability of the net-centric environment.

Net-centric operational concepts will be applied to an integrated security management infrastructure (SMI).

The following approaches achieve this goal.

2.7.1 Define, Assign, and Manage Information Used for IA

This approach will enable expanded and new capabilities for identifying and managing characteristics of information consumers and resources (e.g., information, services, and communications).  In order for these characteristics to be shared within the net-centric environment, they must have consistent meanings and a quantifiable level of trust.  This approach will result in more automated, net-centric security management services and infrastructure to collect, maintain and share attributes of consumers and resources in an assured manner.

Identity management is the organization, collection and management of attributes for the purpose of establishing and maintaining identities and exposing identity information.  Identity management is needed to ensure that participants in a transaction are accurately identified, support the management of non-identifying attributes (e.g., security clearance, role assignments, group memberships, language proficiencies, and medical qualifications), support access control, support mission capabilities, and support accountability for actions.  As the security posture shifts from restricting access to monitoring for abuse, user accountability becomes increasingly important.

A federated approach to identity management will be undertaken whereby individual identity managers and identity management systems can continue to operate independently but within guidelines agreed to as a community to promote interoperability.

A multi-dimensional set of attributes assigned to information consumers, (e.g., organizational affiliation, community of interest (COI) memberships, standardized role, and clearance) will be managed.  In addition, the IA attributes associated with resources will be defined and managed by the information authorities (e.g., the data owner, creator, or a designated release authority).  Resource IA attributes include pedigree, quality of protection requirements (i.e., protection level), classification, and additional IA metadata representations

2.7.2 Manage and Coordinate Dynamic, Flexible Digital IA Policy

Digital IA policy is the set of rules governing configuration of and access to net-centric resources (e.g., information, services, and communications).  Digital IA policy is established at the global level and supports a full range of delegation of authority for policy creation and management at the regional (geographic region) or intermediary (departmental, domain) and local (mission, COI) levels.  This requires enterprise-wide and local policies to be synchronized, correlated and de-conflicted from different sources to arrive at common, mutually acceptable policies.  Management of these policies is critical to enforcing how the net-centric environment is configured, accessed, utilized, protected, and managed.

Digital IA policies define the rules for authentication, authorization, and access control to resources, resource quality of protection (QoP) requirements, communications (e.g., router configurations, allowable connectivity, bandwidth allocations, QoS, and priority), auditing requirements and audit reporting thresholds, configuration of resources in support of computer network defense, and policies covering the general configuration of hardware and software associated with GIG assets.  GIG assets include all resources within the enterprise, including physical devices (e.g., routers, servers, workstations, and security components), software (e.g., services, applications, and processes), firmware, bandwidth, information, and connectivity.  Policy management is more than just information access.  It also includes interaction with performance management (both transport and network management and control), enforcement of QoP, QoS, resource allocation, connectivity, prioritization within transport, and enforcement of access to enterprise services.  These are all critical to the availability of the net-centric environment and end-to-end data-in-transit protections.

A framework for flexible policy adaptation will be required to coordinate digital IA policy development with mission management and planning and to support dynamic, controlled, and de-conflicted changes as a result of changing environmental conditions (e.g., mission and threat conditions), outages, and cyber attacks.

2.7.3 Enhance the Management of Keys in a Net-Centric Environment

Cryptographic key management provides the means to maintain the confidentiality and integrity of information at rest and in transit.  It includes the generation, distribution, consumption, and destruction of cryptographic keys in direct support of operational missions.  It is imperative that the net-centric environment employs improved key management processes and capabilities that provide flexibility and interoperability for the warfighter, e.g., net-centric key management.

Net-centric key management will implement robust key generation and over the network key distribution capabilities in order for deployments to be made in various operational conditions and to provide the key material necessary to access objects that are dynamically discovered and delivered to users, and key material necessary to store those objects locally with the required level of protection.  Techniques for U.S. and Foreign Key Management Infrastructures (KMI) interoperability in the generation and distribution of keys to U.S. and foreign cryptographic modules of allies and coalition partners will be developed, while simultaneously providing a high assurance U.S.-only capability.  Support for algorithm flexibility and providing keys for multiple cryptographic algorithms and systems, including commercial and government algorithms, will enable interoperability between allies and other government agencies.

Over-the-network keying will provide a more automated, secure distribution of key directly to IA components and a consistent method for dynamically controlling updates to keys in IA components.  Source authentication of key material will enable IA components to reject material that does not come from an authorized source.  In addition compromise recovery will be implemented by identifying all IA components affected by a compromise and facilitating rapid recovery action which, if necessary, may include key destruction.  All GIG components must have a way of “destroying” keys when required by circumstances.  When a key is destroyed, it must not be possible for an adversary with physical possession of the hardware on which the key resided to recover any parts of the key.  Key destruction mechanisms must be designed in such a way as to eliminate/minimize the chance of unintended or accidental destruction.

2.7.4 Enhance the Management of Credentials in a Net-Centric, Federated Environment

In order to provide for assured authentication in a dynamic environment, a variety of credentials (e.g., Public Key Infrastructure (PKI) certificates, biometrics) must be supported.  Credentials will be provisioned to users and managed IA Components.  The registration, ordering, generation, production, distribution, loading, auditing, accounting, revocation, compromise recovery, tracking and destruction of credentials must be secure, automated, and seamless.

Credential management within the expanse of the net-centric environment will enable coordinated but sovereign operations.  This approach will coordinate the multiple credential management efforts in order to support a federated enterprise, where credentials from multiple issuers (e.g., DoD, Intelligence Community (IC), Department of Homeland Security (DHS), allies) must be recognized.

More automated and secure issuance of credentials is needed to support dynamic changes in all environments.  This approach will support deployed users operating in an austere, hostile environment, often with minimal bandwidth and/or high latency.  This approach will enable IA capabilities and mechanisms that operate under these restrictive conditions (to include all phases of deployment – mobilization, deployment, employment, sustainment, re-deployment) including intermittent connectivity (intentional and unplanned) that may require a sync/re-synchronization with the credential management infrastructure.

A standards-based approach to credential validation is needed.  When digital certificates are the form of credentials used, robust certificate path discovery and validation in a bridged, federated environment is required to support seamless net-centric operations.  Authentication in a federated environment is hampered by the dearth of “bridge-aware applications”.  As the information environment continues to shift to a web services model, GIG service providers should assume the majority of the burden for enabling authentication in a federated environment, reducing the need for extra complexity on most consumers.

Global enterprise services for certificate validation, including forward deployed certificate validation services to support austere environments, are necessary for operational effectiveness and supportability.  These certificate validation services will offload the complexity associated with requesting certificate validation using specialized protocols and validating trust chains from clients to locally provided and managed services.  This will improve the operational effectiveness, reduce the complexity of clients, and improve supportability.

2.7.5 Manage, Coordinate and De-Conflict Net-Centric Enterprise Security Configurations

This approach will enable the assured management and control of net-centric computing and communications resources, services and information.  Configuration management of all IA/IT components of the GIG will be performed and a “view” into the status of all components of the net-centric environment will be provided to support development of a common IA situational awareness view of the GIG enterprise.  Defense-in-depth configurations will be established, including the configuration management associated with network defense technologies.  System configuration and resource changes, mission priority changes, and cyber attack responses must be coordinated and de-conflicted.

The plug-and-play protection envisioned for the future requires devices to be reconfigured for security or functionality purposes without human intervention.  More automated, secure, and consistent – remote/over-the-network where applicable – dynamically controlled changes are essential.  Strong authentication and authorization will be built into these devices and make use of the transformed SMI to ensure that secure software downloads and management and control commands from only authorized sources are acted upon.

Since the net-centric environment will be a high priority target, sophisticated adversaries must be prevented from gaining insider visibility to the environment.  This approach will limit an adversary’s ability to gain understanding of the internal configuration of the environment (including the configuration of the protection mechanisms within the environment) necessary for them to identify attack avenues.  This approach will also limit the ability of an adversary to alter the environment’s system configuration in order to enable access, even when the adversary has some level of legitimate insider access.

2.7.6 Manage Audit

As a key function of the SMI, auditing (i.e., logging of security-relevant information) will be enabled throughout the GIG.  Therefore, audit policy and audit configurations must be defined in order for audit records to be properly recorded and audit trails created.  The events that will be audited and the information that will be captured by the audit will be compliant to the GIG IA audit standard.  The standard will provide provisions for COI-unique audit events.

Security audits will be conducted and managed at the local/organizational level and management/control mechanisms supporting audit services will be implemented.  The reporting (i.e., posting) of audit information, for use by authorized regional and enterprise level GIG management and control entities, will be configurable through digital policy to support misuse detection and improved situational awareness across the enterprise.  Management includes at minimum:  audit policy encoding, configuration of effected systems, event recording/retention, data reduction and result reporting.

Tools to assist with the reduction of the audit logs will be developed.  These tools will be needed at the local level and at the enterprise level to support misuse detection.  In addition, automation will aid in the management and control of the recording of auditable IA events across multiple platforms that exist within the NCE, the examination of audit records, the posting of audit reports for access by GIG management and control entities, and maintaining the availability and integrity of all such records.

2.7.7 Manage IA Federation

The community of users relying on the net-centric environment will be wide and varied.  This community of users will be drawn from members of the National Security community, federal, state, and local Government entities, our allies, coalition partners, and Industry partners each operating internally with independent policies but needing a set of policies which have been agreed upon to govern the interaction between the members.  A federation governs the interaction between the members.  To support sharing of information among multiple organizations, a federated approach for the recognition of identities, attributes of users (e.g., citizen, roles, clearance), attributes of resources (e.g., classification) and policies will be required.  This approach will include methods to define the interaction of federation members in areas such as identity formats, credential formats and management interfaces, and authentication standards as well as methods to determine graded levels of trust among the members.  For example, federation members may have different approaches for vetting identities, which results in differing identity authentication credential confidence levels.  Differences in authentication methods and assignment of identifiers need to be accommodated and conveyed.  The trust level will be established by identifying the policies, procedures, and robustness of systems used to assign identities, roles and other attributes to users or resources.  Federation management will also include the means to verify a member’s compliance with federation policies.  Federation management will allow sovereign nations or independent agencies to maintain local governance, policies and technical standards when sharing information among their constituents, and use federation policies or standards which have been agreed upon when collaborating among federation members.

2.8 Goal:  Support IA Interoperability

Support IA Interoperability through a set of commonly understood interoperability standards essential to providing consistently implemented enterprise-wide information assurance.

The following approaches achieve this goal.

2.8.1 Provide Net-Centric Interface Standards for IA Interoperability

Security technology practices are evolving from point solutions to providing enterprise security services.  Standards are crucial to obtaining Enterprise-level IA, interoperability, and the future success of the GIG.  Current IA standards activities are being conducted in piecemeal, bottom-up approaches, which address system-unique issues.  There must be a unified, enterprise-wide approach to identify industry recognized and GIG IA-relevant standards bodies and to identify those standards deemed necessary to accomplish IA in a net-centric environment.

Today, a single standard for protection of information that resides within a system-high environment is defined.  IA in a net-centric environment will need to maintain interoperability while accommodating collaboration and information sharing among users and their systems supporting varying levels of trust and across the range of physical environments from benign to austere.  This will drive the need to coordinate standards across mission areas and COIs.

Standards are needed to support the realization of each goal.

· Protect and Share Information

· Identity management standards, authentication standards, and access control standards are needed and must support a federated environment.

· Authentication standards will support the implementation of assured processes, procedures and mechanisms for authenticating the claimed identity of subjects (i.e., human users, devices, and processes).  The authentication standards will define the method and format for making authentication decisions available across domains and establish common authentication assurance representation and data representation for authentication information (e.g., authentication assurance level, trust anchors, authentication decision).

· IA metadata standards:  Access control and protection related metadata elements differ from the metadata elements used to describe the contents of an asset.  Access control metadata elements define the privileges required to access information (e.g., clearance level, roles, identity, citizenship).  Protection metadata elements define requirements for how well the data object needs to be protected and how well the net-centric environment is able to protect data objects during storage, processing, and transit (end-to-end “quality of protection”).  Protection metadata is critical to enabling enhanced access control mechanisms (e.g., risk adaptive access control) within the net-centric environment where the trustworthiness of users and the systems they are using to access data objects varies.  Standards that define the syntax and semantics for cryptographically binding metadata to GIG data assets to eliminate potential tampering are needed.

· A full suite of cryptographic algorithms and integrity standards, which promote interoperability while meeting varying robustness needs, are needed to provide data-at-rest protection requirements and data in transit protection (packet, object, and link level).

· Defend the Net-Centric Environment.  Computer network defense coordinated across the enterprise requires the ability to exchange information about events and incidents in a standard manner.  Internet and communication service standards to protect technologies (e.g., firewalls, IDS, vulnerability analysis) and other anomaly detection technologies are required.

· Provide Integrated Information Assurance Situational Awareness.  Standards are needed for data collection and to support synthesizing collected data from various sources and formats (e.g., user-defined operating picture) to provide an overarching view of the security posture.

· Ensure Availability and Accessibility to Computing and Communications Resources.  In order to ensure enterprise-wide availability and accessibility of resources, standards are required to convey the digital IA policy to the distributed policy enforcement points throughout the net-centric environment and to convey information on the state of availability (e.g., system status, resource utilization) in the net-centric environment.  In addition, QoP standards are needed to ensure end-to-end protection of information and protection of the information infrastructure.

· Manage IA and Protect the Management and Control of IA.  In order to ensure that IA assets are controlled, configured and managed effectively and seamlessly, interoperability standards are needed to support remote and automated management of IA in a net-centric environment.  Standards to manage identities, attributes, digital policies (e.g., authentication, authorization, access controls, and resource allocations), configuration of IA components, keys and credentials in an enterprise-wide and federated manner are needed.

· Enable and Integrate IA Capabilities.  Data owners and stakeholders must buy into an enterprise business process standard for achieving IA throughout the net-centric environment.  The standard will address management level processes for performing, managing and evolving IA.  Software assurance standards, policies, and procedures used to build trusted systems integrating both Commercial Off-the-Shelf (COTS) and Government Off-the-Shelf (GOTS) components and to identify their level of trust (e.g., attestation mechanisms) are needed.

2.8.2 Comply with Net-Centric Interface Standards for IA Interoperability

Developers will be responsible for adhering to published net-centric interoperability, performance, and IA robustness standards, including data standards where applicable.  Protection and interoperability of IA data assets depend on compliance with IA metadata standards (e.g., DoD Discovery Metadata Standard (DDMS)) and data exposure standards (e.g., Global Enterprise Service (GES) discovery interface standards).

Certification and Accreditation (C&A) must transform from the current system-by-system approach, to a process that can accommodate the dynamic, interconnected, and interdependent net-centric environment.  Net-centricity will require a unified C&A process that can be applied consistently throughout the net-centric environment, can accommodate the varying levels of sensitivity of information throughout the net-centric environment and the varying levels of trust of users and systems accessing that information, can accommodate changing policies, and can promote assured information sharing across security domains while maintaining Approval To Operate (ATO) status for every constituent system of the GIG.

A coordinated effort will be undertaken to define a single, unified C&A process that can be applied consistently in a net-centric environment.  The approach for C&A will need to consider transactions, core services, mission applications and communities of interests.  Specific C&A requirements will be examined and developments will be tracked until the unified C&A process is achieved.  Pilot programs can be initiated to test selected C&A approaches.

The transformation of C&A will be accomplished incrementally, whereby flexibility and responsiveness are primary factors in the overall approaches under consideration.  As the DoD standard for identifying, implementing, and validating IA Controls, for authorizing the operation of DoD information systems, and for managing IA posture across DoD information systems are defined, the Defense Information Assurance Certification and Accreditation Process (DIACAP) will continue to be implemented and refined in order to leverage the management and automation of the C&A process.  Ongoing C&A efforts between interconnected systems (e.g., DoD and IC) will be leveraged to promote interoperability, if deemed applicable.  Additionally, Common Criteria protection profiles must be developed for medium and high robustness integrity, availability, and authentication technologies in order for stringent security requirements to be met.

2.9 Goal:  Enable and Integrate IA Capabilities

Enable and Integrate IA Capabilities by incorporating IA into enterprise business processes and creating an IA empowered workforce.

The ever-changing and evolving information technology industry stresses DoD’s processes and challenges them to keep pace.  Maintaining a competitive edge over our adversaries demands the transformation of the mechanisms used to develop and deliver new and dynamic capabilities to become more responsive to ever-changing needs.  Agility must be a goal that every process meets to maintain this competitive edge.  Net-centric operations demand greater process agility and integration.  This net-centric environment requires innovating and reshaping the processes of planning, programming, and resourcing IA.  As such, the method of conducting business among ourselves as well as across interagency and international boundaries must be transformed.  IA will be transformed by integrating IA into DoD Net-Centric Governance, infusing IA into net-centric strategies, transformations, and capabilities and empowering the IA workforce.

The following approaches achieve this goal.

2.9.1 Train, Advocate and Educate Personnel at all Levels to Enhance IA Awareness, Knowledge, and Skills

A comprehensive approach is needed to address IA awareness, technical training, and security management.  Since all users in the net-centric environment have a role in its defense, DoD must educate all users of the network on the fundamentals of IA and network vulnerabilities, and ensure that anyone using the GIG is incorporating the basic tenets and adhering to the policies required to provide a secure network.  An IA professional workforce with the knowledge, skills, and abilities to manage effectively IA and prevent, deter, and respond to threats to the net-centric environment is an essential component of the overall transformation of IA.  To increase overall IA awareness, DoD will also promote the incorporation of Information Assurance in the decision making process across all disciplines and external entities.

IA awareness must be targeted to all DoD employees, from entry level to Senior Executive Service (SES) and Flag Officer levels.  To increase overall awareness, DoD must identify what other disciplines and external entities need to know about IA.  DoD must share best practices, standards, and training tools with academia, industry, Allies, and coalition partners.  DoD must provide IA training and awareness content for other disciplines (e.g., law enforcement, public affairs) to incorporate into their training and awareness programs.  Technical training and education will focus on system and network administrators and personnel performing maintenance functions on DoD workstations, systems and networks, as well as IA Officers (IAO), IA Managers (IAM), Designated Approving Authorities (DAA) and their IA staffs.

Training and education standards will be established and enforced for those who accredit, use, operate and maintain our net-centric environment.  A baseline standard for IA training will ensure all users, operators, and managers are working from the same framework in protecting the net-centric environment.  A baseline standard IA training program will be accompanied by an enterprise-wide IA/IT certification program.

This approach will create the capability to place people with the right skills in the right place at the right time.  There will be a shift in paradigm from relying primarily on technology to meet and solve IA challenges to an equal partnership between technology, training and education and policy to meet those challenges.

2.9.2 Integrate and Improve IA in DoD Net-Centric Governance

In order to transform IA to enable efficient information sharing and collaboration in a net-centric environment, the quality of strategic decision-making and net-centric IA governance needs to be improved.  Realizing the vision requires a concerted effort across the DoD IA community to improve the planning function for the IA community.  A shared vision, with supporting goals, objectives, and metrics that will help us prioritize, align and monitor our resources, investments and operations, must be established.  Only through the cohesive efforts of the IA community can community-endorsed priorities be produced in order to build the business case for the proper funding of much needed IA resources.  Prioritizing, aligning and monitoring investments to achieve common goals will improve DoD’s overall risk management and return on investment to achieve improved governance of GIG activities.

Transforming IA capabilities also depends on the use of a governance process that integrates IA policies and processes with overall business processes to maximize the ability to share information with the right people, at the right time, when they need it. Moreover, it depends upon protecting vital assets from exposure to adversaries and others who seek to harm the United States and its allies.  A DoD net-centric IA governance process, integrated with the overall governance of the net-centric environment, will facilitate the definition and implementation of IA policies and procedures that can be enforced consistently across the enterprise.

2.9.3 Infuse IA into Net-Centric Strategies, Transformations, and Capabilities

Transforming IA capabilities depends heavily on the ability to influence processes the department uses to create, assess, test, and implement new ideas.  Developing new approaches to problem solving depends on the synergy between each process as the idea progresses from concept to reality.  The focus of this approach is to influence the development of three key processes (i.e., Acquisition, Planning, and Innovation) to further the IA mission and support the transformation of the force.

· Ensure that IA is integrated and sustained throughout the life cycle of all DoD programs

· Expedite the development and delivery of dynamic IA capabilities through innovation

· Develop an enterprise wide net-centric IA architecture:  Integrate the IA Architecture with the emerging PPBE, the evolving DAS, and the new JCIDS process and integrate the IA Architecture into DoD program architectures.

This will ensure that IA life cycle management is appropriately considered for every component introduced into the net-centric environment.  Each aspect of a component’s life cycle management will be quantified to establish the level of trust used to support access control decisions.  How and where components of the net-centric environment are developed, manufactured, purchased, tested, integrated into the net-centric environment, configured, operated, and maintained are critical aspects of the life cycle management of net-centric IA and integral to the transactional approach to IA . How well the components involved in the exchange of information can protect that information must be assessed in order to ensure authorized sharing.

IA cannot be regarded as an optional add-on.  To be truly effective, it must be built into the system at the time of its design and maintained through deployment and operation, and evolved in accordance to dynamic operational needs.  This includes enhancing the assurance that software is developed correctly, without flaws or intentional loopholes that introduce vulnerabilities after the deployment into operational environments.  Approaches to enhancing software assurance may include increased use of trusted computing environments, increased testing and analysis of COTS and GOTS developed products and expanded reliance on independently verified security capabilities trough programs like the National Information Assurance Partnership (NIAP).  The assurances gained through this life cycle management process must be promulgated to configuration management activities so they can verify that the correct software version, configuration or patch is deployed to the environment.

The end-to-end protection of information during storage, processing, and transit, requires trusted IA functionality to be distributed across and integrated into IT components throughout the enterprise.  IA capabilities and mechanisms must be able to operate under restrictive conditions (to include all phases of deployment – mobilization, deployment, employment, sustainment, re-deployment).

3 NEXT STEPS, CHALLENGES, AND CONCLUSIONS

3.1 Next Steps

To achieve these goals, the DoD Chief Information Officer (CIO) will implement the Net-Centric Enterprise Information Assurance (IA) Strategy.  In particular, the DoD CIO will direct the following:

· Integration of the Net-Centric Enterprise IA Strategy into the Net-Centric Operations and Warfare Reference Model (NCOW RM) and Net-Centric Checklist.  The integration of IA into the NCOW RM and the Net-Centric Checklist will provide a common foundation for understanding net-centric IA capabilities, establishing an IA-related lexicon, forming a basis for building net-centric architectures that include integrated IA capabilities and providing guidance for achieving net-centric IA compliance.

· Establishment of an ongoing awareness campaign to promote the strategy and identify the key areas for IA to synchronize with other net-centric approaches and strategies.

· In partnership with the IA Domain Owner, provide governance over the definition of Global Information Grid (GIG) IA capabilities and the development of an integrated GIG IA transition and release plan for the GIG IA Portfolio (GIAP).

· The net-centric enterprise will undergo an incremental evolution toward the end-state vision, with new IA capabilities phased in as operations, technology, resources, and policy permits.  The gap between the near-term capabilities and the end-state vision will be bridged through one or more incremental roll-outs of interim IA capabilities as documented in the GIG IA Transition Strategy.  The GIG IA Transition Strategy will lay out the steps, at a high level, for achieving the Net-Centric Enterprise IA Strategy goals in a capability-based manner such that each phase represents a cohesive set of operational capabilities, taking into consideration differing operational environments, technology maturity and risk assessment.

· The National Security Agency (NSA) as the IA Domain Agent will perform GIG IA Portfolio Management (GIAP) by analyzing, selecting, controlling and evaluating critical IA capabilities and associated investments to optimize IA funding and support transparent delivery of IA capabilities to the warfighter and other mission areas.  The GIAP Management Office (MO) will capture community-wide IA capabilities and requirements and identify the baseline of community IA investments.

· Technical guidance and implementation requirements for GIG programs will be developed to manage interdependencies and define interoperability and performance criteria.  The technical guidance contains the minimum set of IA functionality and performance requirements necessary for applications to operate securely across the enterprise.

· A unified, enterprise-wide approach to the establishment of the IA standards necessary to ensure interoperability in a net-centric environment.  IA in a net-centric environment will need to accommodate collaboration and information sharing among users and their systems supporting varying standards of trustworthiness.

3.2 Challenges

A number of challenges must be mitigated to enable the Department to achieve the goals described in Section 2.  These challenges and mitigation measures were considered in developing the approaches for achieving the data management goals and will be reflected in subsequent implementation guidance.  Table 4-1 identifies the primary challenges, along with mitigation measures.

Table 4‑1.  IA Challenges and Mitigation Measures

	Challenge
	Mitigation

	1.
Promote culture change to encourage integrating IA


	· Use awareness campaigns and incentives

· Ensure organizational and leadership awareness of net-centricity, IA, and sharing based on balancing operation need and security risk

· Identify the key areas for IA to synchronize with other net-centric approaches and strategies

	2.
Financially support the implementation of net-centric IA
	· Ensure that IA responsibilities are recognized and suitably resourced so that approaches are adopted

· Incorporate appropriate approaches in planning, programming, and budgeting system (PPBS) processes and acquisition processes and policies

· Utilize the GIAP MO for analyzing, selecting, controlling and evaluating critical IA capabilities and associated investments 

	3. Ensure that highly dynamic interdependent systems with independent program schedules are developed and operated to achieve net-centric IA goals


	· Ensure that the net-centric goals defined in this document are consistently integrated into architectures, DoD requirements and compliance documents, guidance, and policies.

· Utilize the GIAP MO for analyzing, selecting, controlling and evaluating critical IA capabilities and associated investments

	4.
Transition legacy systems to implement net-centric IA approaches
	· Implement guidance and policies that accommodate incremental opportunities to accomplish net-centric IA goals

· Continue to analyze and resolve impediments to implementation of net-centric IA capabilities within low-bandwidth and austere environments that may have limited net-centric capabilities

	5.
Implement an IA governance structure that maximizes the synchronization with existing related governance structures
	· Adopt an IA approach that supports coordination among users with a common mission, business processes, or interest which mitigates the need for Department-wide coordination on every IA issue

· Coordinate and synchronize with related GIG governance structures


3.3 Conclusions

Implementing the approaches outlined in the Net-Centric Enterprise IA Strategy will require the active participation of all DoD Components in collaboration with the DoD CIO.  There is much work required to develop a net-centric IA approach to enable new, trusted information sharing and collaboration capabilities within the GIG and across a federated National Security Community Enterprise while managing risk to the GIG.  The Net-Centric Enterprise IA Strategy must also be coordinated with other net-centric strategies, particularly with the data strategy, to ensure a seamless integration of IA capabilities into other net-centric information sharing capabilities.  The strategy must also be harmonized with mission operational strategies to ensure that it enables mission functionality to the highest extent possible, while maintaining protection of virtual and distributed Department assets.  Realizing a net-centric environment involves the commitment of the Department, particularly as legacy systems are migrated to this net-centric approach.  In executing the Net-Centric Enterprise IA Strategy, the DoD CIO will continuously seek to refine the approaches and maintain communications to ensure that the Department can realize the benefits of net-centricity. 

    National Security Agency


    Information Assurance


    Directorate








ii
(U//FOUO)  - Pending Pre-publication and Classification Review

iii
 (U//FOUO)  - Pending Pre-publication and Classification Review


