
 
 
 
 
 

 

 

 

 

Public – Private Cyber Collaboration 

 

The United States continues to face significant risk that critical Defense information residing on Defense 

Industrial Base (DIB) networks can be compromised by malicious actors resulting in potential 

economic losses or damage to U.S. national security.  DoD established the DIB Cybersecurity and 

Information Assurance (CS/IA) program to enhance and supplement DIB participants’ capabilities to 

safeguard DoD information that resides on, or transits, DIB unclassified networks or information 

systems.  

 

This public-private cybersecurity partnership is designed to improve DIB network defenses and 

reduce damage to critical programs, and increase DoD and DIB cyber situational awareness.  The 

DIB CS/IA program was established as a permanent DoD program in October 2013 under 32 Code of 

Federal Regulations part 236 (http://www.gpo.gov/fdsys/pkg/FR-2013-10-22/pdf/2013-24256.pdf).  

 

Cyber Threat Information Sharing 
 
Under the DIB CS/IA program, DoD and DIB participants share unclassified and classified threat 

information.  DIB participants report known cyber intrusions to DoD and may participate in cyber intrusion 

damage assessments. DIB CS/IA program participants may also report any cybersecurity incident that 

may be of interest to the cyber community. 

 

The DoD Cyber Crime Center, the program’s operational focal point, provides cyber threat 

information to DIB participants. This includes mitigation measures and cybersecurity best practices, 

which can help bolster DIB participants’ cybersecurity posture. 
 
DIB participants may elect to participate in the DIB Enhanced Cybersecurity Services (DECS), an 

optional component of the DIB CS/IA program.  DECS is a joint activity with the Department of 

Homeland Security (DHS), under the umbrella of DHS Enhanced Cybersecurity Services (ECS). 

ECS is part of the DHS-led effort to protect U.S. critical infrastructure.  
 
DIB Company Participation 

 
  The DIB CS/IA Program is open to all eligible DIB companies.  To participate, eligible companies  

  sign a Framework Agreement with DoD.  For more information, including eligibility requirements,  

  please visit the DIB CS/IA public website (http://dibnet.dod.mil) or email OSD.DIBCSIA@mail.mil. 
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