C2 SSA COI Pilot Description
As of November 10, 2005

This paper provides a short summary of the Command and Control (C2) Space Situation Awareness (SSA) Community of Interest (COI) Pilot effort.  After defining the term COI, this paper provides a brief description of the C2 SSA COI and the C2 SSA COI Pilot.  The paper also includes selected C2 SSA COI points of contact. 

1) Community of Interest (COI)
Department of Defense (DoD) Directive 8320.2 ‘Information Sharing in a Net-Centric DoD,’ December 2004 codifies the DoD Net-Centric Data Strategy, May 2003, which describes the Department’s official vision for data and information sharing in a Net-Centric environment through collaborative forums termed Communities of Interest (COIs).  8320.2 defines a COI as “a collaborative group of users that must exchange information in pursuit of its shared goals, interests, missions, or business processes and therefore must have shared vocabulary for the information it exchanges.”  The DoD Net-Centric Data Strategy goals are summarized in Figure 1.
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Figure 1.  DoD Net-Centric Data Strategy Goals

2) C2 SSA COI

Space Situation Awareness (SSA) data is needed to support Command and Control (C2) for all the military services across a wide range of operations.  Moving to Net-Centric approaches should lead to faster access for current users of SSA data and the ability for unanticipated users to access SSA data without the need for programmatic changes.  The C2 SSA COI is the DoD forum that is responsible for managing this effort.  The C2 SSA COI is sponsored by the Office of the Secretary of Defense (OSD), chaired by the Deputy Commander of Air Force Space Command (AFSPC/CV), and approved to complete a 12-month pilot effort.  The C2 SSA COI governance is as shown in Figure 2. 
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Figure 2. C2 SSA COI Governance
3) C2 SSA COI Pilot
a) Pilot Objectives
The C2 SSA COI Pilot is intended to exercise the entire COI process (exploration, implementation, and operations spirals) while delivering operational capability within a 12-month period.  The approved Pilot:

· Begins with a small, well-defined vocabulary that may be used as a building block for future capabilities.

· Exposes SSA data in a Net-Centric fashion.

· Uses Core Enterprise Services (CES), available as part of the Net-Centric Enterprise Services (NCES) program, where practical.

· Results in Net-Centric capabilities with operational utility and that are of interest across the military services.

· Exercises COI processes to expose potential governance or management issues associated with implementing in this new paradigm.

b) Pilot Components

The C2 SSA COI Pilot has three primary components.  The fist component is a COI approved C2 SSA shared vocabulary for information exchange.  Two operational threads that use the shared vocabulary and implement the DoD Net-Centric Data Strategy comprise the other two components.  The three primary components are briefly described below.
i) C2 SSA Shared Vocabulary
Problem:  There is no SSA community agreed upon vocabulary for representing satellite status.  Further, the business rules for populating the status indicators (e.g., green, yellow, red) are not consistent.  Finally, legacy SSA data does not comply with the DoD Net-Centric Data Strategy.

Solution:  Develop a C2 SSA shared vocabulary.  

The C2 SSA COI Data Management Working Group (DMWG) is defining a C2 SSA shared vocabulary that will be used to represent satellite status information.  The goal is to create a shared vocabulary extensible enough to address specific SSA needs for C2 by operational and tactical commanders.  This vocabulary will be documented in a set of vocabulary products and then registered as prescribed by the DoD Data Management Strategy.

ii) Defense Satellite Communications System (DSCS) Status
Problem:  Today when there is a hard crash to a DSCS satellite the notification of the outage, ETRO
, and users impacted takes place through a series of phone calls and messages over a period of hours. Furthermore, notification is usually to strategic operators; users at the operational and tactical level do not necessarily receive the information.

Solution: Develop a Net-Centric DSCS Status Capability.   

As part of the Pilot, the Army will develop a Net-Centric DSCS status capability.  The Army will push DSCS link status data available from the DSCS closed network to a server on the SIPRNET and make this data accessible for machine-to-machine (M2M) exchange via web services.  The web service to provide access to the DSCS status data may then be used to populate status displays to be deployed as part of the Single Integrated Space Picture (SISP) program.  

Automating this reporting via M2M exchange means the SISP clients (which includes Combatant Commanders, Space Analysts and Planners, Battalion Commanders and Space Operations (FA40) Officers) would have access to DSCS outage information in near real-time (within seconds or minutes versus hours).  Therefore, an FA40 Officer supporting a unit down range would be aware that radio communications just went out for the unit he is supporting and could advise his Battalion Commander that the unit impacted is no longer in radio communications. The Operations Center could then switch to secondary communications to maintain communications with the unit. 
iii) Global Positioning System (GPS) Navigational Accuracy (NavAcc) Predictions
Problem:  Today there is no easy way for theater users to monitor status changes in GPS satellites and determine when those status changes impact the navigational accuracy of the GPS system in theater.

Solution:  Develop a Navigational Accuracy (NavAcc) Prediction Alert Service.
As part of the Pilot, Electronic Systems Center (ESC) will develop an event triggered navigational accuracy alert service that allows users to subscribe to changes to GPS navigational accuracy predictions (e.g., at a particular location during a particular time period).  When GPS accuracy degrades, this service will identify the impacted subscribers, rerun the NavAcc software with the relevant parameters, alert affected users of the change, and provide them with updated NavAcc predictions.  The goal is to implement this service such that SIPRNET users with only a browser can subscribe to the service.   

c) Use of NCES Core Enterprise Services
The Pilot effort will implement using the NCES Core Enterprise Services (CES) where practical.  A brief summary of the Pilot Working Group’s current NCES employment plan follows.
i) Security Services

The Pilot effort will use the Core Security services on both the DSCS link status service and NavAcc Prediction Alert service.  Options being investigated include standing up a copy of the Security Services locally or using the security services available as part of the NCES Pilot Environment in the Defense Enterprise Computing Center (DECC) in Columbus, Ohio.
ii) Metadata Discovery
The C2 SSA COI Data Management Working Group (DMWG) is responsible for developing a shared C2 SSA vocabulary that supports standard satellite status notification and will register the relevant vocabulary products in DoD Metadata Registry.
iii) Service Discovery
The Pilot Working Group plans to register selected C2 SSA COI services to enable service discovery.  The specific services to be registered are to be determined however the Pilot Working Group expects to register at least the NavAcc Prediction Alert Service and the DSCS status access service.  Our current plan is to use the DISA Service Registry available as part of the NCES Pilot Environment.

The Pilot team also plans to coordinate with DISA and related programs on the Service Definition Framework to be used to register C2 SSA COI services.
iv) Content Discovery
The Pilot Working Group has committed to registering DSCS link status data in the DoD Metadata Registry using the DoD Discovery Metadata Specification (DDMS) and COI-defined DDMS extensions.  The Pilot Working Group will also investigate the use of the DISA Content Discovery Interface Specifications
 which include a) Federated Search Web Service (FSWS) and b) Remote Catalog Interface Web Service (RCIWS).
d) Program Strategy 
i) Program Risk Reduction.

The C2 SSA COI Pilot is a risk reduction effort for the next increment of the Single Integrated Space Picture (SISP) program and its overarching program, the Combatant Commander’s Integrated Command and Control System (CCIC2S).  As such, the pilot effort will be executed as a project within the SISP program and will meet the requirements of these programs.  The CCIC2S and SISP programs also provide a path to full operational status and sustainment as the programs of record.

ii) DSCS Thread Procurement Strategy.   
Included in the SISP 1.0 delivery (now on contract and under development) is the capability to receive an automated feed of DSCS status information.  US Army Space and Missile Defense Command (SMDC) has the overall responsibility under the pilot to provide Net-Centric access to DSCS link status information to SIPRNET users, with the SISP 1.0 program as the initial consumer of this information.  The actual interface is still being defined and is subject to whatever policy, governance and construct AFSPC may desire to establish.  SMDC will use internal resources, pilot resources and support from OSD to:

· Update the Objective DSCS Operational Control Subsystem (ODOCS) environment and create a data feed to a satellite communications (SATCOM) server on SIPRNET.
· Design and develop the SATCOM server and create a web service interface to be used by DSCS link status consumers including SISP.
iii) NavAcc Thread Procurement Strategy
This thread will demonstrate a GPS NavAcc prediction alert capability that builds upon existing web services and uses Net-Centric Core Enterprise Services for Security and Discovery.  ESC has the responsibility to develop the NavAcc Prediction Alert service and plans to use government, MITRE and contractor resources to architect, design, and implement this service.  The NavAcc Prediction Alert Service is not part of SISP 1.0.  ESC, AFSPC and the 14th AF are working together to define the business process for use of a NavAcc Prediction Alert.  The resulting alert service will be integrated, tested and demonstrated in the Joint Space Operations Center – eXperimental (JSPOC-X) environment on Peterson AFB.  Upon completion of a user assessment of this alert service, ESC will provide AFSPC the assessment results as well as a summary of what is needed to make the service operational.  The planned transition path is for AFSPC to levy requirements to operationalize the service on a program of record, which is likely to be a future SISP spiral.
4) Summary

The C2 SSA COI pilot is a pathfinder for moving to a new paradigm for information sharing across the DoD.  Key results of the pilot will include:
1. Exposing DSCS link status data in accordance with the DoD Net-Centric Data Strategy.
2. Providing a capability to discover and view this DSCS link status data from a browser on the SIPRNET.
3. Providing a new operational capability through the deployment of a navigational accuracy prediction alert service that demonstrates the power of layering services to build new capability.  

4. Providing the ability to discover the existence of the DSCS link status access service and the NavAcc Prediction Alert service.

5. Lessons learned from exercising the COI process.

6. Use of Net-Centric Core Enterprise Services as a step toward a new approach for the DoD that is market-based, enterprise-wide, and joint by design.

5) C2 SSA COI Points of Contact
a) C2 SSA COI Management

	COI Management Team Lead
	Lt Col Troy Pannebecker

AFSPC/DRC
	719-554-8173

Troy.Pannebecker@peterson.af.mil


b) Pilot Working Group Points of Contact
	Chair
	Maj Mark Schmidt, ESC CC2SG/NGS
	719-556-9469 mark.schmidt@cisf.af.mil

	Engineer and GPS Domain Expert
	Capt Neil Soliman

ESC CC2SG/NGS
	719-556-2058

Neil.Soliman@cisf.af.mil

	Technical Lead
	Ms. Mary Pulvermacher

The MITRE Corporation
	719-572-8241

pulver@mitre.org


i) Data Management Working Group Points of Contact
	Chair
	Lt Col Kathleen Welch, AFSPDC/LCO
	719-554-5883

Kathleen.Welch@peterson.af.mil

	Technical Lead
	Mr. Mark Pleimann

The MITRE Corporation
	719-572-8244

mpleimann@mitre.org


c) Architecture Working Group Points of Contact
	Co-Chair
	Lt Col Bruce Cessna, AFSPC/DRX


	719-556-9802

bruce.cessna@peterson.af.mil

	Co-Chair
	Mr. Mike Bordick, AFSPC/LCA
	719-554-3701
Michael.Bordick@peterson.af.mil











� Estimated Time of Return to Operations


� DoD Data Asset Visibility, Version 1.0, DISA NCES PMO, January 26, 2005
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